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SECOND ENDORSEMENT on CO, 4th CAG ltr 3/RSB/hde over 5700 
dtd 3Jan70 

From: Commanding General, Fleet Marine Force, Pacific 
To: Commandant of the Marine Corps (Code HD) 

SUbj: Command Chronology for period 01 November to 30 
November 1969 

1. The subject chronology has been reviewed for completeness 
and is forwarded herewith. 

~ 
~. 'D. WHITE 
By direction 

Copy to: 
CO, 4th CAG 
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"--CONFIDENTIAL (Unclassified upon removal from the basic letter) 

FIRST ENDORSEMENT on CO, 4th CAG ltr 3/RSB/hde over ~700 
of 3Jan10 

From: 
To: 
Via: 

Subj: 

Commanding General, III Marine Amphibious Force 
Commandant of the Marine Corps (Code AOJD) 
Commanding General, Fleet Marine Force, Pacifio 

Command Chronology for period 1 November 1969 to 
30 November 1969 

1. The subject chronology has been reviewed tor oomplete­
ness and is rea,ddressed and forwarded herewith. 

Copy to: 
CO, 4th CAG 
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4th Gombineo j,ction Group 
III fiarille ,'linrhibious Force 
Fi:-'O, Gan Francisco, ')6602 

From: (;olllillanding Officer 
To: Commandant of the l'iarine Corps 
Via: Commandirq Q..<')llGral., III i'IarLle .i' .. mph:i_bious }'orce 

3/itSB/hde 
5700 

, Janu.:1ry 1970 

Subj: (;oll~aand Chrono1o:w for period. 1 November 1%9 to .30 Hovember 1969 

Ref: (a) HCO 57:j0.2 
(b) FhF1ACO 5750.0 

Encl: (1) 4th Combinea Action Group GOP:U.,l£lfil' Ghronology 

1. In accoI'dauce witil tne provisions of roference (a.) anti (b), enclosure 
(1) is subrnitt0o. 

Lowngrac;~d at 3-year intervals 
Dec1assifieo aftel' 12 years 
1.·0L Lir 5200.10 
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• SPOT REPORT • AU Iii. - (Unit son0.ing report) ___ .Jeft:· MIL _____________ _ 

6 Kd ___ ..... ?~, ___ OF' "'!iF'<' ''Pa f}"~ __ -w ____ ~ '" ~ --~~~~A,.~Q~.~~~~~~=-~r--------------------

CliAH.LIE - C;~cn, LTG incident occurrod) 3O'«~J!t qot· 69 

------------~--------------'-,--"'----, -,-,-------"'-"" 

-------"._-----_._------._--
ECHO - (Result.sL (ino.Mtle Ai:~~- 'WI, ¥? .i/l!Ht:ltI.$ (,:,-8&'212, 

... found .1-\11\ 1l1,.tb eunebQt W~B. ,. , .--' _._---
------------------------- ---_.-
------.~,~----,-------------------

.. 
F'OX'l'hO'r - fH/KIh. ___ ' __ GOLF - PR/WIJ.., ____ HO'1'ZL - FR/HIA. ____ _ 

IlfuIA - EN/ KIA ___ JUl.L'2T - :&J/Cli.F'l'hlJ _____ KILO - E!'J/SUS:..-__ 

Lll-1A - (IJeapons Captured) ____ ~ __ , .... -------------

rHKE - (EquipJ.lent/lJocU'lGnts)' ___________________ _ 

NOV}!;NBZR - (Conmand Action Taken) Ct\; tUrine !, _" 1!:f~ i:l'JAl¥.$f! at.£ '!;bo 

K 'l + •• _.. ..... ______ _ 

OSCi.R - (Initic.l, Intenuin, or F:inrli hcport) ___________ _ 
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• SPOT REF OR T • kUdA - (Unit sencine report )-______ iIolJcz:;· ~3 __________ _ 

COORu 

CiIAliLIE - C>ihen, l.;TG incic.ent o~currod)· __ 3;ii1JIoiI;lo..¥l.;.lilJo£..,;.rolliictou· ""'" .SiIA~9 _____ _ 

f~ an 'm-~4_iAit! Set P't;>"lillt \8S notlctd.:,ulft aml1n:* .. 

,,~tW 'diP !rf1£. ,~,;t:;~ '~~t~1fel'f~fiOft ¥t'l'umt, pl':i';mrl1'"ef)f(tlt, • 

. '. 

.------. ---:--~-" .. ------=-----. --~---,-------~ 

--~~-~-----.--"---

. ECHO - (Re~ul:"s) -----_._-_._--------
• , . 

._------_._-_._._-._._--- ._--_.-
---------_._--_. __ ._._-----

-------.. -.-....------.-.......... ......,.~----------
FOX'l'hOT - Fh/KIl,._· __ GOLF - Fli/WIi;. _____ HO'1~~il. - Fli/lIIA. ____ _ 

DJUIA - EN/ KIA ___ JUl..I:2:T _ KJ/Cl;.r'I'lJJ _____ IGw --EiJ/SUS ___ _ 

LIMA - (Vlen.pons Capturoo), ______________________ _ 

rHKE - (:squipuent/lJocunents) __________________ _ 

NOVEiH.BZR - (Corclllland Action T<.lken) ---

----------------~ .• r-~--.----------~~------------------------------
---___ ,_" _______________ ---!-__ .:JI¥w.. . ....... _· • .-10.4 ........ _-. _______ ~ 

OXj~}' - (Initi21, Intermin" or F'inPl R.eport) -------------------------
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• r]}i~j"LLCU ,.J:L 'ntLS 
4th Combinvd .:;.cti)l1 Group 

III lk;ritw A:~.lrhibi';)us ;/orc8 
F'l'O, S"\l'l l"r.mcisco, 96602 

INi,EX 

~ . .. 

iJj.~liliJl.r,crv..:; :.3Ulil'iAtiY 
C or:rril!mc:-Opor'l. ti0n s-'I'riJ.ining 
l'arsonn(;:l .i1.d;u.nistr:~ tiun 
Hlidical 
1'")gistic/Supply 
Givic Action 

sun 1J1n'I.H} JJiX ut'iGffrS 
&'t.L.3pot Roy, .... !rts 
J.. l'ltlP of GJil J~OC s 
{;.._GrJup Order moo.1 

i 
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Headc:uarters LtCo1 J. ~. KEEb.h.::; 1-30 don:Ulber 1969 
4th Combined riction Group 
III ;~i.a.rine AHphibious Force 
it'O, San Francisco, 96602 

Ci.L,O 4-1 
GAGO 4-2 
Ci.CO 4-3 

Headc:uarters ., 
(j.r~CO 4-1 
C.ACU 4-2 
CACO 4-3 

3. Staff Officers 

Group Executive Officer 
S-l Admin Officer 
S-3 Officer 
3-4 Officer 

Capt. J. l!. iUOTlS 
Capt. A. d. HIiL 
Capt. P.. Ji,. SON'['iliftS 
GySgt lJ. F. i..ili'JRFOhL 
Capt. A. B. HI!\'SON 

1-30 November 196') 
1-)0 j'Jovember 1909 
1-5 t~ Qve,a.ber 1969 

6-19 November 1%9 
20-30 NOV01i:ber 1969 

1-30 i~ov,mber 6';) (.uang Tri Combat Baso 
1-30 Nov~rJ.ber 69 Dong Ea Listrict 
1-30 i'Jovember 6Y Hai i.ang Listrict 
1-30 NOV0i'abor 69 '.l'rieu t-hong iJistrict 

fJa'j '1'. F. LEilG;-ru:h 
2nci J:.. t C. G. BltOO}(S Jr. 
Haj h. S • .t3UhGJ:<;SJ 
1st Lt T. O. GO.J..t)\:luhTrfl 
Gy8gt H:. 1.'. Tf'.LGU·l'T 
1st Lt J. G. ;;"d;.j 

1-30 l\i':JV8mber 69 
1-30 NOVGmber 69 
1-30 },:ovGI-1bGr 69 
1-11 i~ovumbt=:r 6e; 

12-16 l'ilovux:1b·c'l' 69 
17-30 "'~ov·.olab(;;r 69 

nnf0nrrun 1t,1 ((\l(N7!'F'nr~@ . 
'(-. 

ENCLOSURE (1) 
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'fRAmING 

The month of Nov(::mber W..1S dovotod to norhlal opere.tions in estD.blished 
'l'actirel Areas of Coordination (TAOCs). Operating areas continuo to be 
rcstr'ictcd due to tho SdA-sanal monsoon rains, how(;)vcr, no critics1 flooding 
occurred during the month. 

CAr 4-2-1 and 4-2-2 in Hai L:.o.ng District wero relocated within the 
District as thG e..ctivi ty level anticip<1tc,d 1-m011 tho Chis wor.:; ()rgin,,;,lly 
inserted into th3 old TAOC s failud to w;lt<.:Jri2.1izc. Th8r-; bad been only ono 
minor encmy contact in tho two arli,~S anti the goals of the 1969 "l.ccc1erl~tt)d 
facification Flan haa bo(,m achiuv0d. '{h0 10vel of pL .. cific,~tion, thJ 
inability of t~l(;; onomy infrastructurv to 0st,::.blis!J inroads into til(:: GVN 
politicc.l struc;tur'..:l, ;",nd t~1,-, sUstain<.,d. lc~ck of o:mmy activity croatod an 
environment which miniLrizod the: rcc,uircJrl;'llt for :r1c~rino presunco in the; 
'l'AOCs. Trw militaI'.l' trLiniag of Uw IF' ple"toons :uld thu ability of tiw l-F 
pI&. toon baders to conduct opurd tions UIHitied rO.'lc;lud i~ sta ttl ,,{hON no 
furthcr n.ssistancc "ICts required. 

C .... F 4-2-1 was shifbd frOld ttJ~ 11;.~r,alut of Lon (uo (Ili 4752) to th<J 
hnnil.d of Cau Nhi (11; 4742). Cau Nhi is the: principl..:; h":'.J;J10t of its 
vilh~.g8 ilnd contains the lwn.dquartGrs of the vill"> .. ge govGrnmont. 'l'he area 
is cla.ssifiod as Co rcsGt,tlUltKmt areil iiS th,.1 inh2.biwnts drlJ ruturn:iJ1J; to 
thQir hOiHCS .. mich they h(,<'~ abandonee 0c~rli()r. C.i1.P 4-2-2 W<,J.S 1'..:;loC6. ted 
from tho haIll1et of Co Luy (YL 4553) to tho hn.mlct of 1ai!1 'I'huy (YD 4254). 
L:'~Jn 'Ihuy is thv most populous h':~jiJ.l()t of its vilbgd ~,nd is also th", svat 
of tl'18 vi112.g8 gov(]rnmcat. It Wc.'.S rat":':0 VG controllod until F'lJbruc:,ry 1969 
and is a large 1'ic8 producing r..r(.;"'. A functioning VL inf1'(~structur(,: is 
ki10wn to b", op0rating in thv TAOC nnd thcrG ht:.v;; boon two politic2..1 
assasim.\tions and It number of prop(:.g("il<.l,,~ i'lcidents ir.i Nccnt months in the 
art..:)a. 

:Lir:d.son 1:d.th dlv);1(;nts of th(; 1st Brigac.Q 5th Infantry Division 
(Nochanized) W1:lS cOJ;.q:letocl during the month [,od r(]action plans wure 
finn.lized for th0 CAPs op0rc.:tinr~ in the 'J.'i\ctic(~l Are,:,s of Hesponsibility 
of tho 1st/5th Inf (i,loch). Thr0(:) Cl\.}'s in Done; i!,~ liistrict continue to 
rQCjuiN reaction .forces froll thQ Group Hva.dcuartors eno tho /3,djd.cuut 
CAPS ciue to thoir locoti::>n outside Amc,ric';m controlled TJ1.0C s. 

Night 0p-OJrations continu0d to domiJ1i:t0 th0 tD.ctiCI'cl SC0,10 during 
Nov8mbur, h01;J<:;v<;r, th[:; nwt1ber of cOll1bin,x: opc;r,',tions during u1\Y1ight 
hours incre[l.sod slightly. 1'11" ro10 of th0 Cor,lbine<i ./'lction H.:.ttoon in 
combinou opur<~tions rQI1J[~ins th~~t of providii1g blocking 1'orc05 for' rtF 
cor,lpani8s or units of the r"I;J'i'-l.r's. 

Enem,y activity increasGG. slightly du1'ii'lg th,,; mOi'lth. hic", collection 
attempts c.ncl incrt.;:,sod u!aphasis on intullig:;:;nc,; ,::athcring activiti<.;s were 
noted" toguther with a lilarkcd incr~aso ii'l th0 tuning ::mci terrorist 
Clctiviti0s of th<.; VO. 'l'h0 locadon and lJlOV,:;;itWnt of AfiVN .:me, F"vib:'iAF units 
app8a1'od to boJ th0 prim" V..irgc.t of th.; VC intellig(;ncu dffort Wl1ich 
could indic<~,tQ th0 appnC'.ch of th", dnuil.\Y- ~fint0rA8ff~~lt~fTf'"J~isivu·r-..." 

J WJ 1M [0 ~ffil ~)' ,(~ j U~ D [£ [U] f 
2 ~eb0S1:mE-(1.). J '-.. 
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nn~~~,.~n.,&\ ~~~!"~ ontinuGs his prop::,ga.nuf" and proselyting 2.ctiviti..:s \y)Ut~ 'd~'''i.IJf'llr.)t'.)\ .. - • •• • ...• 

a~l',-"'Ct'C' ( .1' gcn8l'['11 pub1~c to sur.:port tau LV<c~ t~onaJ. ,i....l.bl)r<~ t~on l' ront I s 
)\'C';\1'~~;i:t:~J·;r,o:vi;,&i0!-laJ.-h.c .lution[~ry Gov0rmnGL1t .~LlI:1urous I'8ports [k~VU st< ,t,~<.:. that 

the i·,r·/i. ~~N r0ini'orcij'lg units pr0suntly in c.:m~i1g 'iri, prin1',rlly in the 
south0;lsttOlm portion of the; Fravinc" [!lOll;J the: (utmg Tri-Thua Thien 
borGer • .hn ;:.nL~ysis of tlk ini'or:'lc.,tion g;;~.thGr.::d d.uring tho w.ontl1 indicc.te:s 
th,:t L:,;,J :,x18iay g:-;1):1orcI1 off\msiv~: is Sci10ciulwG to C\)l1lliL(;nCU duri11g th~ 
latter p"rt of JilrlU':'X'Y or Ortrly i<\;bru 1r.:r 1970. 

The FF dosiro for ;:; 1(',rg0 CO,1L(::,nd post COi1tinuc.:o. to detri'.ct frum 
night activitios 2.8 p8I'somkl sl1.01't,tgSos liltti.t tho num.bLT of Fl' s,')lc~iQrs 
ic:vc'.ililblc for F>trols ;·'.nci 2.;lloush",s • .i.ll:] requirement for two 1':t" solciiers 
for every Ht.trilw taking p(~rt in ::: tCictic~l.l activity' c;;nti71u8s to bi;) {)ui'orcu<i 
tllrouj'lout ttEJ Group. 

On th() job tndni11g of th0 l'opul:.~1' Forco 5010101'3 c<Jiltii1U,)S to rocoivG 
Innjor ornphusis. \rjCl.lpons trLinj,<1J to i!1cluc\~) op;:;ration '~nc:. functioning, 
ct~r.., 2.nCJ c102.ninG" ;::'{l(: f';;.;:J.ili[,rivi.tion firing of til;] 1'1-10 W<~S cOIlstcmtly 
strossed. FOrlflru. instru.ction in ti1::~ flh'1H of cLtsscs in tIW c.r,~s oi' 
int(;11ig-.;nco ~ commUl'licr.ltimlS bnd psychologic~.l or:dr,~\tions war,;,. pr,)s0ntod 
to inaivinu:.1 comp:~j1i0s c '-ll'ini~ th.; Yilol,·i:.h. 

PlaIls wcriJ initi:.ttod to incr()c:~,s8 the ~\m'.)ul1t r)f forilkcl tr~iniHc~ 
pr0scntcd to 6[-~ch C,.f • .L<Jsson pl;'.ns .. vor,..: rovio1,ved ;;::.lu upaat'c:rl HGcl thl" 
groundvnrk fur night livu firing ret tL cJDtrol1<'Jc; rrC:lg<; w.:s bUipm. 

r111d Gr:)up LjYuF:~ rro;r".lil c.:llltinuod to C(X.l:t1<'::'1l;;1t tb;; t~~ctic<".l situ!ltion 
in CU1.~ng 'rri. '1' it) l;;'l:i,cu Hoi th0l!10 was ,'3tr0ssod during L~\J month 1t,Q th tIlG 
distribution)f four inciividu,".l lc2.fhts incluciin:!, t'/rJ !lt~nd Nritt~n 
HGSSi:~:;0S t.i1.t fc)11o'Nod up 8. cont~\ct Hith th,) VG. 

Otll<;;l' tCl\:.:C;iJS str.Jss6d during tll'.J d.mtd inclu(loC; tl'w Vo1unt~;.Jr InfG1'Jlwnt 
t-'r.)gr;::'.ll, thl! unhc,nc0:.1'c:nt ,)f til:'; Gift'! irJi1g0 and. inil.n~:.LtiJn C0I1c<.;r:nin,'i£ t;.lG 
1t\c.ys ttL: UJ.L~ C.:~ll hu1p tIlL: p,~u;.l\, • .J..;c1,fl-.;ts 0xpl2.ining til'''; l~r'.Jbre.d ,\i'oru 
distribut0cl. "h:lieh <''.iaeo in ust;;,b1is(lin,::; t:\(; :ULpr::;;ssi,xl O.t tilJ gOV0I"f1l'1l0nt IS 
conc....;rn for' tilo S8.f,~t~r.1Ci ,r.;ll~:i;jing of thf:) p,_:opL 0 F'.~C0 t·.) f2,c(; cCtnt::-.ct 
witn vi11,:~gGrs C)ntirlU;'::s t:J be th . .: mIst efflOlctivoJ method for lu;:,ilet e.nd 
poster distributi,)n. 'i'he emploY;,;dnt :]1' vilLg\:.: (~.lU :l,.mlc:::t offici1s to 
accompi'my the r ;3Y01- S pcc,tro1:.3 ,'::.ssists in c;st:'lblishiJlg ,'Xl im,~ge.)f governmental 
in.vv1vc;.TI1Gnt in the) p:,cii'ic"ti()ll effort. 

Results of tr.w Fb"YOP3 eff:)rt for tho Du:oth were: 

VIP I'aYIncmts: 
'l'ot<'~l ';"'ur.flcts lJistribut,,,d~ 
TotDl i:Qsturs iJistribut·;o: 
Tot.:11 EfE1Ci.Fs: 
NUJ:D.bol' of Fe )p10 Tr(jc\t0d~ 
Total i:i8LGi,.P H ::u1's: 
Hovie Vrul Opur.'ttions: 
tfovic: V,m :::':1:tpl:Jymcnt llours: 
Hovia ,j~tt0nd"..nco: 

),dJO 
13,79'5 
12,0'70 

425 
lL~,126 
1,720 

7 
20 

1,272 

CACO 4-1 operated in Dong Ha and Mai Linh Districts throughout the month 
with the command post located at the uong Ha District Headquarters compound. 
The sub-station at Mal Linh District Headquarters compound continued as 
a communications link with the CAPs and also provided liaison with the 
District Senior Acivisor. Significant incidents dur~nl1~mvnth-4ne;1.~ 
the following events. i !W~·~t0n'i~(~~n(~n~®rm i fl 
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07~OOH Nov _n ambush from CAP 4-1-1 siAne or two sampans 
on the river moving east. The boats were ordered to flalt, but they 
continued on. The ruliliush opened fire sinking one boat. Illumination 
was fired and 3 individuals 'Here Sighted sWimming to the opposite 
bank. 'l'he CAF GF maneuvered to the river banL and opened fire on the 
VC. One swimmer was seen to go lli10er and not surface and contact was 
lost with the remaining lie. '1';:e result of tile contact was one VG KIA 
(.:robable), and one boat sunk. 'J.'110 area was swept on both banks under 
illulllination and. at first light with negative results. An n.F company 
at the 0,uang '1'ri bridge 'WaS informeo. to watch for possible objects 
in tne water. 

201230.i1 Nov 09. A daylight patrol froII). CAP 4-1-1 uiscoverea a wonl.<ln 
who apparently droHned in the Thach Han Eiv';r. A. H' sto.ted she was 
a VC; l1owever, no weapon or identifiCCl.tion was found. The \\I'Oil18.n'S 
uncle ;mo had c",me to the scene identified the bOGy clmi confirmed t11e 
PFa claim that she was VG, namtJ Linh 'I'hi. l'h0 body Has uxa)'nined by 
tho US Army l"iaaic i'rolO. l:1ai .Linh Listrict. ~Jo visab1c signs ot 
violence coule be fuunG 8.L'1d she v/'aS pronounced CiCC1d. by drownin,~. 

CAGO ;,-2 continued. operations in Hai Lang District tdth tlw Company 
Headquarters locatcQ at the lJistrict Headquarters COlUPOunCi.. Significo.nt 
contacts with the enemy are as follo1;vs: 

041205H Nov 69. A male Vietnameso civilian, identified only as an 
intclligcllCB contact for CAl) 4-2-3, informod th0 CAr of an unhnown 
numbor of VC at Th 1+25535 ,-mo told huffilet reSiC(3nts to prepare rice 
for thC:Tl1 as they woulc. return to pick it up at 041400H i'Jov 69. A 
patrol from 4-2-3 "ms o.ispatched to S"f0(~l,~ th0 ar(3Cl. in search of the 
VC and a 4-2-4 pc.trol "ras moved to block to the: south and/or bocoiue 
a r02..ction forco if noedod. T'nu initial sW0ep provud n0gativ8, but 
a socond off'Jrt prociuc0Jd contact at YL 4.73537, w,10re two VC were 
found in a bunker. As the 4-2-3 pa.trol approached, onu VC (latGr 
idt:llltified as Le-Van-Duyc;.t) 8Iuergod '\'lith fists clenched and a FF 
thought h,; had a gNnc;,do. The PF'shot him tldcG killing him instantly. 
'l'hG sccon(l VC, Nguyun-Tam, surr~ndorud lNith thrtl0 AK-47s, on", H-26 
gron<~de, 1 knife, 5 li.K-47 lll~~gRzines, 1 2.1:11110 box contw.ining docum,:mts 
and one Ftck containing assort:3d clothL,g.' (The on8 AK-47 and box 
of docurn0nts had b0en burLx~ in t;'lO bunkor.) 1110 bunkor W1'l.S dostroy(;o. 
NguY'Jn-Tal11 ,vas brow:;ht to th:; Hai La., ... g DrOCe wh~r0 'LU1QOr interrogation 
he spoko f'roGly. T'!1'J docW,lcnts WON tax colluction fHos for 190b in 
Phoung Lang !Jon;; nd.:'ill",t, 1.fil(3r8 :18 ana his dead c;)mp:i1ion wcru 0mp1oyed 
as LOcltl }<~orcG VC. Undur C{uostioning the priso,l0r sti~t;,;d th(.;y had 
both boon consic<(;ring bccom .. i.a:~ Chi,;u Hoi IS ClUG to illn:~ss, 12tck of 
food r~nd lack of th", poorle IS coopGro.tion, but weN Vt,!'Y fright(;ned 
at vJ11!:'.t might h~:"PINn to t110itl should thoy surrendor. Furt;:!'.)r qU8stioni~]g 
revealed tho tv,o HGrG P,ll't of 0. six juan t(~am working thi.lt "\red. to 
collect, buy ~ or stc~l foou for thurls01v(3s D.ZlCi othur VC units. It lvas 

was discavcr.;;d tha.t col10ction or p(.~SSiil;.-; of food 'Was Lon", on d[~tos 
containing a thrc0 (ie - 3 110v, 13 Nov, 23 Nov, 30 Nov) o.nc th~1t 
m0~tj.nGs for ti10 passagu of oro.urs WC1'0 conciuct0ci on do.tes cont2.ining 
au uight (io - B Nov, IG .- 26). 'r'ho n8xt such moeting ,..J('.S to ta~.:;;; 
place in grid squ",rc YlJ 3952 - J.l)52 on b Nov 69. It, ;,:::(( b'~81l rwnprud 
thJ.t tho VC District Chief 1,')Quld contu fro~n t,]",ol1ntc:'..ias (Base Ar,cD.. 
101) with a reinforc·:;d squaa to pass ini'o:t"l!1i'ttion of i(,lportc.;.nco. . 
.furthE;;r quorios prO<iuc(;u tilL; infiltration routo currr..:nt1:.;' bdng us;;',d 
and tho presonce of onu WtJ.y stiltion d.t Yl; 373526, consiSting qf a "\ 
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sqUcil 18 undvrground with tJ.1V miSSimfllsc,)rt infiltration 
purties across tl1l~ str8~m by bo:·.t ane.:. bruit.v th0D. to thu '.i'r,'\ .Lac 
;·j'l.~:llot FI.r.:;'.\. C·)orc.lin.:,tion with th0 £I,d :u.ng Listrict Cflicf allot*!c 
Cil.CO 4-2 tJ t<Jl.lp-m2.rily extri.l.ct Gh.Ps 4-2-3 ~ 4-2-2 <'llC..i 4-2-1, (;ach 
l..d.ttl one squa(~ ·~f iFs tu .~ctiv".te'l spoci2..1 upc'rc,.tiJil in thu 'rr<:·. 
Loc QrUil. 'I'h,j TI,OC 0r' (;i.P 4-2-4. tVi'iS Gxt:::.:u(8d to inclu0.c the 
suspected ~,"ecri~in~.; si to. 'Three N lbush(;;s c;nsistinc; of 11 ;,lon vF;~ch 
{erGr,:, cstt;blisi10c.' ':,t YD 395526, h02521 Nl0- 404524 (5 Nnrin~s, 4 t'l", 
2 KCS) and c. fourth a.l'lbush c)llsistinf~ of 15 i,li.:lD (5 H,-':.rinus, 4 FB', 
1 USN, 2 ICCS, 1 US;i. Me: Cl.CO 4-2 CO) '*1.S Gst::b1isi'l",( at YL 402523. 
The.: rlM of ex,~cuti(m c:.:lld:':. ill' th0 c)utlyin~~ 2.1Jlbusbcs t.J ",11.)w 
sw.a11 e;11;JiY units to FeSS into th0 1,;'.r::;:~ a:lbush i.r<::Ct (thou,-;ht to 
be tho ]'.weting pL.cc) and for aU units to 'ole,it f~)r th>0 larscr 
iJnui':JY unit, in hopes of killini:; or cD.pturing trw VC Chief •• ~t 
::~pproxiI!lntGly 2130 thr0G VI.) stopPU(! in the 4-2-1 kill zon", .mel 
tIl'.:: C'Jubush thinking it ;Ji.·.J hn.v", boon (.ctect0c,.)Pl:.n'-Jc; tiro 
ldlling tlq:) anC:~ V>ssib1y vJUu.ndiWf, tho thir(. i.s this ,tcti~)1l took 
pl,-"CO 2.11 unkrLJw{l siz'] bIW;ljT fore(:; firu([ ;1. nn( ';>;1-79 fire frO!:l the 
vicinity' .)f YL ~5525, '~CNSS C;d: 4-2-1 1 S 2;.lbush sit\., c:::nl~ llapt'.cting 
into C;.F 4-2-6 t s si t8 w-Jumling 0118 £lEl.rinu am: on:; f'F. Illm.linn tion 
I'm.s ce.l1(;c: i:clrnoGin.toly fm(: i1C~just8d <-,s C •• P 4-::::-1 on g<::.;:sGC[ tho onemy 
1,.[1 th 3/. role:; Pl'OC()oC:uC:; t () swoop .nit,,)l' sil(mcinr.; <.:.11 0i10illY fir, .• 
l~ mCCiev<~c v·ns c[~lh:d by 4-2-6; 4.-2-2 vJCc!3 left i11 position to st,)P 
possible O:hJ;JY jLJVC)IJ'.mt a.nc, e1.I s 4-2-1 illld 4-2-0 linlccc'~ to S(;CUr0 

th<.l L2. Ir;L"!lodi['ltely 2.ft0r lift off thu kill zone: \,ms s""~rch()c.; 

ag<Lin unc.or illuninat::'ol1 \~ith nog8..tivu rosults. 'I'hu first sOfU'cll 
haG pr·Jvicuc:. tWJ VC feI •• , 1 Chic0:.l pistol 'l'J/holstor ('n.( belt, 1 
c~:nteen 14c(J1f8r, 4 ponch,)s, 3.ssc)rtoc:. clothing, '1c;c~ic(11 supplies" 
fooe; stuff's, cocm.ll;nts, 1 wristwp.tch, ,'1. };;\i1' of gln,ss~s me:. 'oW)0 
piasturs. The VC iJ;;rO Dim, 25 yCf~r ole ./,ssistt:--nt liillr,g(; GhL:i' 
of l·bi En, anc Xuan Vinh, District Currcmt •• ffairs (just pr:.Ju..Jte<.: 
th,.t u.y) nl1l:, for:~lor H;,i Xuan Village secrotary. The \.o"JCUl;lwnts 
wor<.:: files of ricu cJlL.cti.l.U 3nl1 pursoa·::.l lott,-,rs with n~iles 
Orl CUll 8C', am: rufc::rring Ll the; G400 pi;~sk:rs as m::Jncy ::;iVOil t() Xuo..n 
Vinh, to bo c01iver0c; to v.~lriuus other va at Ba.se 1.r03, 101. i.l1 
<11'(;"15 i'fere; again seG.rchuC:~ .::.t first li;;1t - h':!.sty firiac posit-iollS 
,,,'.)ro i'.>unci .:mU bn.r0 footprints r:li' OIl''''; e:n\;!l;lY luu i'r,;))il tho 4-2 kill 
Z()!w. Iib astirlate of an0;:\y sizo Cjul(1 bu C.0tGl'1:lin:;.;c. 

060205H i'Jov 69. Ild L;,n;::; District Hdt(~quart~rs was G.ttacke(, by 
tiro with four D-lJ) NunC s fr):1 Y1 L~194 77. Th\) 11.F pusitLm ,m(:·, 
G. v'~Cc.'lnt seh )U1 h)usc w(;;rc hit e,:'i,using I hi" KL., 2 fF '1111. (h) a~L 
tw.) civilir.:i1 p:)licV AIl~ (H). FirG Nt\S n'Jt roturn0c: bOcaU80 0f \ 

civili·:'..'1 lrusus in t;'l(; ~~r",:~,. F3D &-.mcly !1CrOSS the r~,";<l frDI:1 thv \. 
lJistrict Heal~qU8.rt<Jrs receivu, 2 B-40 r.lUfl(·.S ;'Jith nQi.~<1tive result8~\; 
NJ U.S. persorm(;l :jr pr·.Jpurty \o(urG hit. ~. swoup vf t;'1(;) c.r"c1, \, 
fOU11C 3 unfirOL B-hO r·:;unl.S. Ci.CO porsvnncl :'lc;n.n·;;..<~ tho (efonsive 
pori;lvt()l~ wi th)ut furt:1ur incic.;ont. 

CAGO 4-3 cuntinuoc: opcr::\tieJnS in Triou Fh)nz Listrict with tho GOE1l11aIlcl 
P0st locut.u(. in tiw District C:fip~JUncl. Si~yrific::.nt CJut2.cts inclu(~0. 

O1l300H Nov 69. i. dC'.yti210 pntr',)l fTJm 0, .. 11 4-3-7 1Dcato(; 3 bunkors. 
'l'hQ first bunkor he.d bv(Jn c:o str JYUl. by a.rtillery ::ml~ c.mt:.in~;)l. 1 
b2.c,ly Go C'X1PJS()(~ b,:x.,y [·pPX'OxiEl:. t,;;ly t'I"n Fl:.)nths u1c. O'{IU 11.K-47 
lll.e.gnzino, onu aVi. vveb belt ,.'iti1 c':.nteen, twv W/i. shirts, om: p.'lir 
of tr .. :>usorsJ on0 bo.ttl(:) (ressing, e..n('. tw..) s:.cks ·:)f rice Wvr0 
c2.pturcd. T'ile ·.)ther bunk""l's w",ro ~I:lpty but on;;;. Sh'M~C: si&l.s ;)f 
roccmt use. Th0 bunkers we!'", c;.:.;str)YGc1 ant: the i'll,,·t turial c0nfi sea toe. 
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.. ~. .ONNEL AND ADMINISTRATION .... ---_.. .., 
.~, '.!.~NS!' D~ing the month of ~rovember the following number of , ~tP.ln~~.. ' 

personne ,- ~.~.:'--_ d transferred in the four categories listed below: 

JOINED 

OFF E~L 
T -:m 

ROTAT:~ comrs 
i 

OFF ENL 
T~ 

TRANSFlR;.1ED WITHDT WF'.-STPAC COI16AND 

OFF ENL 
04 

TRANSFERRED BY sa W/SK (OUT OF COUNTRY HOSPITAIS ~ 

OFF ENt 
03 

EXTENSIONS 

OFF ENt 
OJ 

CASUALTIES KIA. DOW WIA WIANE NBC WIAINOO R~T TO DUTY 
USMC -0 0 T --0- J3 15 
USN 0 0 0 0 1 0 

PRm1OTIONS 
USMC TO: Pfc 2; LJp1 30; Cpl 15 
USN TO: HM3 1 

R:IDUCTIONS 
tJSMe TO: fSvt 1 

~ The following legal actions were taken during the month of November. 

ART 32 INFOR}1f\.L INV !ST NJP COURTS 
o i T 10 

ADMINISTRAT1i7E ASSISTANCE 

Host of the Marines assigned to the Group S-1 office are r·31ative1y inexperienced 
in handling administrative duties of the Marina Corps. ;;Very effort !..fL~!';).ing,--=] 
made to develop these Hannes to an acceptable level of profiCi~~" 1.\ ~~~~n~\~ " 

\i \illlm\l~~l~~:;?)Q2)UU U,LSl!J.i 
7 \. 'mNCrosUR.3 <, ~ 
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MORAIE AND ilBIF .ARB 

Tho morale of the unit [! ~ _r': ant. Thera are recreational 
facilities mailable f U~~j~~a r both in-country and out of ~

-'--

country Rest mid Recup . ~;ttctivelY being utUized. Twenty 
out of country quotas were allocated froni.'::r·:t-I MA.F and utilized by the Group. 

M.\IL -
Mail is processed and expeditiously d3livered as cpiokly as operational 
requirements permit. Da~ average of mail processed was as follows: 

Letters 

Incoming Outgoing 
52$ -==;25 

'JONGRINTS /SPLINTS!MELREP 

Paokages 

Incoming outgoing 
6 bags None 

\ 
\ 
\ 

This command r~ceived no congressional or spacial interests during the month. \ 
Threa (3) welf..l.re raports w'ere processed which answered concerned parents over 
the lack of corr~spondenca and tho present stats of health of their sons. 

During the month the special servioes progrnm oontinuos with the acquisition 
of itoms for }rarines and Corpsmen of tho Command. ThG following items wre 
dispensed throughout tho ConunDlld. Fifty docks of pl<lying oards, 40 sweat 
shirts, , pair of tennis shoes, 2,0 packs of writing gear, 2 footballs and 
1 set of horse shoos. Bear and Soda continue as items of r3suPPly for the 
field troops. 

HOSPITAL AND BRID VISITS 

l'Jeekly hospital visits were madG by an offioer of the Command, and daily 
visits woro mnd;] by a madical department roprcsontative. No welfpre or 
other problems were uncovered. The cOlllll1B.nd has one man confined who was 
visited by en offioer of this command. 

~-~~'--~.' . ...,.,~=~ 

Ii M~~~~\~~[!~~~@ j 
\.-~-----

8 
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LOGISTICS 

'''~'''--".iJ:mr.funt; month of Noyember a continuJng effort was oEvoted 
to iillpY.'Oving ;',he fe.cilities, grounds, r.nd the logistical SUDC'Or't 
of the 4th CLG. ?articu18r e;n'Jhaais wa'3,}lacsd 0:'1 constrnction 
~rojects at the C.1\.G E81;l,cJ.quurters. Arnon£. these ;)rojccts were 
thE:: construct.ion of one thirty-six li:te,n bunkor and one cif.ht man 
blmker 1oc2..tod in t,h8 c:nlj.fltcd ',:1ons billctinr ['Tee,. Renovation 
of the St<?,ff qU[1,rtE;rs ter~,s st~trtcd Ttyhich cOl1::listcd of tho install .. 
ctlOll of wire scrccn:),ng tln0. tnonsoon H'etcrproof cp,nve,s. 00i1-
inE'S Here gleo constructGd. in the :3te.ff qup.rtGrs and sto"<,;'es 
i'1l;}41 lDst2,llcd. Construct.ien I'H:-.S 8:~.' rtcd en a new enlist.ed 
shcJtoTElr fp.cili ty • 

.l.iuring tho month ~:rcat difficulty in rcstl;!'1ying the GAPs 
was encountered 'by the Ci:,CO Su'y)ly ')orsonncl due to the -",dYorso 
road cond.it.ions ;:>,nd f'lcodinU c['u[Jod by continuous r[\in t.hr(.'u[,h 
out tho ,:'rovinco. 

;'.l.njcr itoms of vqni':1'mcnt received r:uring the month wero 
one 'fr'.wk, UtiLi. ty ,,1151, oncl'rl'ck, CereD :,j37 J enc l're.iIcr, 
Cr:.rco HIOl, :::~nd one Generator PlJ-'-~82 ,,!hicb h<""o. bccn ov['.cll.:').tod 
to Public '~Jorks, Yokosuka., Jl'.':Jen for rC1t.irs in JmUr.":r1J 1%9. 
Also receivod ,-ulcor 2 s?)ccif'l alloHt:'.nc(; ',rero ~l p.o.c',iticn["l five 
?SID IS, AH/C-SQ-151 ":lhich orouGht the total llllJl0cr of ?SIDs held 
by this co··,::n.nnc1 to nino. J.. 'r)1;:1.zmod ,,1101»'8,l1C6 of thirt;y--six is 
nntici'I')l\tC(~ for 'Ghe nc .. ~r futuro" 

rho (;lcctriC!Jl '1OWor sit.W',tion h.::s ~)c(;n r'rE;l;'tIy bl'r)rovcd 
,,6th the receipt. of the 301\11 GcnorP.tcr; houwver, this CCI!llllDnd 

cC'ntinues to usc r: 6CKW Gcncrrtcr onl'ciTI;JCrllry LOaD from f. 

1001':,1 :~:r.vrl C':D,st,ruction )j0tt.ll]j.on.fh,e' command c(ntirmcs t.o 
bE) in cri tier1 nm,d 0 f t'.!1 r.6c'it.iont'.1 nJ -718 30KW Gcncrn.tor T"b.;i ch 
is to be force fcee. frO!l1 Force LO(,is'tic CCmi.il,-:md, Dp'!JC'.ng ;-mon it 
bOC()i'ilOS p'-IT!'ilt'.ble. 

i'ho }.i':'scr\l 30cticn sb0:vS En ('.uthcrizc:,tion of ~)225 ,300.CO 
for the first Mel second qUr,rtor of Fisetl 'YCt'1X' 1970. During 
thE; 1i1c'nth of Ncvomb0r :~JJ, 1J.23.65 T'lD.S ::;bUj/2tod, brhl[in[ tho 
t.cJt81 f'bliF[.t.ir'n for tho first five To1lJnths of 1"isc[,l YetII' InO 
to 13l1t) ,M? .OO.rho:=n,,,,sc I ~'Iid-Yc['r rev:i.CltT of the budgct for 
CY-70 ('.ne CY-71 Wf.S fornmL".tcd fer 3U!:l,iUS3ion to tho CO',!1,)trcl1er 
Sccticn, F\.'rce LO[istic Ccm:n£.tnd, DrnC'.ng by 5 DOCO:',lbor •. 

'i'ho het.or 'I'rPllS'lCrt sccticn loUed 1:)~C20 miles durinL t.he 
nlcnth of Hov(;'G'!bGr. lIo pccic:crits occurr8d curine the sp;:n.o period. 

fffllI!i~UJS;S;OlFn~® I 
10 ENCLOSURE (1).,-..1 

DECLASSIFIED 



DECLASSIFIED 

r . - • RECORD OF CHANII' 
Log completed change action as indicated. 

Change Date of Date Signature of Person Entering 
Number Chan~e Entered Chanee. 
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CHAPTER 1" TRANSMISSION SECURITY 

101. DEFIIUTIONo Transmission security is defined as all th'ose practices and 
measures which are taken to prevent the enemy from gaining useful intelligence 
from. friendly radio transmissionso 

1020 PRACTICES 0 In a combat or tactical situation it must be assumed that the 
enemy is monitoring all transmissions made by friendly radio statiOJls. Therefore" 
in view of this~ every radio operator shall be alere ora and practice, proper radio 
procedures, thereby minimizing the possibility of the enemw ga1Ddng intelligence 
from our radio networkso ' 

A" Practices strictly Forbidden~ 

(1) 

(2) 
(3) 
(4) 
(5) 
(6) 

Unkage of call signs and/or frequencies with their plai"li language 
equivalents or meaningso 
Transmi,ssi.on of any classified information in p1a.1n languageo 
Transmission of unauthorized messages. 
Profane or obscene language. 
Excess testing and tuningo 
Oper~tor Chattero 

Bo Mandatory Practices. 

Proper radio procedures at all times 0 

Strict observance of radio silence When imposed. 
Proper use of authenticatiana Shackle cipher tables, operational 
codes9 and their procedureso 
Immediate recognition of attempts at imitative deceptions and 
jamming .. 

103.. LINKAGE 0 No ca.l1 sign and/or frequency linked with the unit it identifieii';\ 
ldll be transmitted in plain language over the radioo All frequencies shall.be 
encoded in the Shacklo Cipher prior to transmission o 

1040 TRANSMISSION OF CLASSIFIED INFORMATION.. No classified information shall be 
tranSmitted in plain language by radio9 except as authorized by the commanding 
ofticero 

Ao In an emergency eituation9 the cOllIIllanding officer may authorize Confidential 
information to be transmitted iri plain language over the radio o In the event this 
becomes necessa<:"3".\l the first word of the text will be: "CLEAR" .. The security. 
c1assificatioIA will not be transmit1.iedo The \\laming "CLEAR" indicates to the addressee 
that the contente; of the message are Confidential which were probably compromised 
during its tl'anf:'.m:l.ssion, and should be handled accordingly. 

Eo Under no circumstances shall Secret or above classified information be 
transmitted in plain language by radio., or any o~er, means of communication. 

',;,. 

1050 AUTHORIZED MESSAGESo Only t.hol3e messages which 'effect the tactical situation., 
facilitate administration or suPPlY are authorized for transmission~ 
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1060 AUTHENTICATION. 

Ao Definition 0 Authentication is a security measure available to the 
operator to ensure a received message is from. a friendly station., and not an 
attempt at imitative deception by an enem;r station. Authenticationa therefore a 
is a means. to deteat imitative deceptiono 

Bo Types 0 GenerallYa there are two types of authentication employed by 
operators on radio nets: 

(1) Challenge and reply authentication., 
(2) Transmi.ssion authentication 0 

. Co Challenge and Reply., This is a method by which the receiving operator 
challenges the sending opel'atoro The challenge consists of' characters selected 
at random. It the correct reply is not receivedB the sending station is assumed 
to be an ene~" 

Do TransmissioDo This method o~' authentication is transmitted in the 
Final :Instructions of the messageD and consi\'iit,~· of characters selected trom 
pre-determined positions ot the message" This method of authentication will not. 
be used on the 4th Combined Action Group N~twoi"kso 

E. Receiving \'/rong Authentication Reply" UNDER NO CIRCUMSTANCES WILL THE 
CHALLENGING OPERA,!'QR IWHCA'l'E TO THE REPLYING OPERATOR TIlE AUTHENTICATION REPLY 
IS INCORRECTo If the '~hal1enging operator does nat receive a correct authentic­
ation reply,!) the challenging operat.or will challenge twice moreo If a wrong 
reply is received each time.\) the operator will discontinue challenging and make 
the i'ollOldng n(2)tat:l.C'n on thlSt messa.ge rece1veds IINOT PROPERLY AUTHENTICAT~D". 
This will indicat.e to the addressee that the message is a possible attempt at 
imitative deception,~ and may be boguso 

F 0 \'ben to Authenticateo It is mandatory that authentication be performed 
when the following situations arise~ 

(I) lhen imi.tative dec·aptian is suapectedo 
(2) When c..l-)aJlenged. ., 
(3) Wh~n Ll..f~,ing and imposing r.adio silence. 
(4) men a, classified message sent ill plain language is ca.ncelledo 
(5) Whenin:ttiallyentering a net o . 

(6) When leaving a n~t i: 
(7) For t.raining purposes.\> naximum use of authentication procedures 

shall be made by all operatorso 

Go Aut .. hentication Tableso These are provided by the Group COIIllIlUIlica.tion 
Section at regular intervalso '!bey shall be used in accordance wit9 the instruct­
ions contai.ned hereino 

1070 SHACKLE CIPHER (NUMERICAL CODE) 

A. Purpose. The shackle dIher is a means available to the mes.sage origin­
ator with which to encode numbers 'Whic.h make an otherwise COnfidential message 

Ulf'iil:;;, i:;.s"l.i'i.<e.:l" 
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B. What to Shackle" The shackling ot the below listed numbers is 

mandatory: 

(1) Friendly. riA s:n/or WIA 
(2) Coorclina.tss ot friendly positions NOT KNOVIl to the eneDV 
(3) Quantities ot supplies, rations, ammunition and other orclna.nce 
(4) Dates and time s of planned or pending operations 
(5) Coordinates of future ambuSh sites, defensive positions, 

or patrolso 
(6) Radio frequencies linked with the plain equivalent of the comma.nd 

it represents 

c. Wlat Not To Slaekle. 

(1) 
(2) 
(.3) 
(4) 
(5) 

(6) 

Friendly MIA or POW 
Enemy KIA, TtaA, and/or POW 
Coordinates of enem;y positions 
Coordinates of friendly positions KNOWN to the eneDry' 
Numbers ot ena~ troops, or quantities at enemy suppliess 
amnmnitions.ll other ordnanceJl and rationso 
C'-renerall.y, any infonmtion which is !mown by, the eneJV"o IF 
THERE IS DOUBT 8 DO NOT SHACKLEo Remember» the shackle cipher is 
relatively insecure, and could be compromised verr ea~o 

Do Slack1e Cipher Tableso These are provided by the Group COlIIllUl1i.cation 
Section at regular intervalso They shall be used in accordance with the instructions 
contained thereino 

1080 OPERATIONAL CODEo 

A" Purposeo The operational code is a means available to the message 
originat9Jr +by which certaineormnonly used words and phrases. -7 be encoded 
tor radio transmission 0 Norme.J;lys the operational code will be used to encode 
Confidential informationo In an emergency situation the operational code may 
be used to encode Secret information» it no other .means is avauablel' and it 1s 
imperative the infomation be transmittedo This code will not be used to code 
Top Secret information" 

Bo Operational Code Tables.. These are provided by the Group ColJll1.Ullications 
Section at regular 1nt"ervals.. They shall be used in aecordnance with the instruct~· 
ions obtained therein .. 

1090 IMITATIVE DECEPTION. 

Ao Definitionc Imitative deee~ion is an attempt by the eneJlij'" to "dupe" 
an unwary operator into accepting a fraudulent message as one lllich is authentic 
by imitating the procedures and voice characteristics of an operator at another 
station on the neto 

1-3 
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Bo Purpose,,' The purpose of imitative deception is to cause confusion. 

in friendly troop moVementsjI unnecessary radio transmissions ll and possible 
disaster 0 It operators are not e.lert to imitative deception attemptsg possible 
bogus messages contaj,ning false orders luring patrols int,o eneD\Y ambushes may 
be the results .. 

Co Measures to Defeat Imitative Deceptiono 

(1) 
(2) 

110 0 JAMMING. 

Operators must be alert for imitative deceptlon:attempts 
Operators should become thorougi1ly familiar with the vo$.ce 
characteristics,!) and procedural mannerisms qf distantt):'iendly 
operators . 
When the operator suspects imitative d~.ception is being attempted9 

the sending operator should be challengettto .. authenticate" IT the 
authentication is incorrect~ follow the procedure outlined in 
paragraph lO6oEo 
Operators should be suspi.cious of any sudden. changes in radio 
tone,9 or voice quality.. . 
In order to defeat attempts at imitative deception, the operator 
mst be thoroughly trained.., and alert at all timeso 

Ao Purpose" Jamming is an attempt by the enellij" to disrupt coomunications 
of friendly radio networks by producing noise and static on the neto Jamming will 
either interrupt, or completely obliterate radio eigna.lso 

Bo Antijanmi..ng Procedu.res.. Should jamming occur on the 4th Combined Action 
Group radio netwol'k£) t.he operator should first disconnect the radio antenna to 
determine if it j.s jSIn.-ningf) or merely noise caused by an internal ma.1functiop ot 
the radio o \then the antenna is ,di.soConnected and the noise persists, the radi() 
receiVer is detecti'/6lo It the noise diJ?appears it is jamrdngs and the operat.~Z; 
should take Que or more of the following stepss 

(1) Notit.rthe commanding officer or s~d leader 
(2) Screen the ant.exmao The screen should be placed betwaen yatrr 

antenna and the jamming stationo Shift the screen around the antenna 11f· 
several'directions Wltil the pos.i.tion is found in ldlich the noise is' dimjnj shed 

. the most.. '!his will. also effect the incoming signal but u.y ana.ble ,"OU to read' 
through the noise" 

(3) Shift the radio to anoth,er site.. If this does not work the first 
times try several moreD . ~:fera.bly amongst treesj) buildings~ o~ other obstructions . 
which may help to screen out the jamming station.. . 

(4)Var.r the volume control.. The intensity of the incoming signal 
may be raised above that of jammingo 
.. . -. (5) If the above procedures do not provide sufficient sign~l sep&ration.9 
request a change to an alternate trequenc,y and call signo 
... .'. . - (6)" Impcrtanto Do not let the ene1l\V know his j8Illlling is effectiv, .. Do 

. not request e.xcessite xoepetitionso . . 

III RADIO SlLENCEo 

A. Purpose. Radio silence is a security measure available to the Cominanding 

-----
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Officer to prevent the enemy from premature~ learning of a units presence 
and pending plans t.hrough traffic analysis. Radio silence, shall be imposed 
and lifted only by the Conmanding Officer. During radio silence, no statioris 
under radio silence shall transmit traffic, or ket their transmitters. How­
E:ver, stations under radio ~lence may monitor incoming traffic from higher or 
adjacent commands o 

Bo Imposing Radio Silence. 

(1) The operator Kill transnrl.t the following warning message with 
all numbers shackled, at the direction of the Ii.'..cromanding Officer 0 

RADIO SILENCE WILL BE IMPOSED AT (Date-time group). 
SILENCE WILl. BE LIFTED AT (Date-time group) BYMI', COMMAND. 

(2) The first receipting operator on.4r will challenge'the sending­
station to authenticate. All other receipting operat.ors will have monitored 
the challenge and reply, thereby knowing the m9ssagtl/is authentico All 
other operators will receipto 

(3) At the time indicated in the warning message, the station 
imposing radio silence will transmit the follOwing orderg 

ALL STATIONS THIS NET SILENCE, SILENCE, Sn.ENCE 

(4) No further authentication is necessar,y. "No 'station will 
receipt and no further tra.nsmission will be made until until silence is lifted. . ; ..~ 

Co Imposing Emergency Silenceo In the event sufficient time doesP.Ot . 
exist to tI'ansmit a warning message» and radio sUence must be imPosed without" 
del~ ~ the station imposing radio silence will translnit the following lIe ssage g 

ALL STATIONS THIS NET SILENCE» SILENCE j SILENCE 

(1) The first receipting operator will challenge 'the sen~ station 
to authenticate.. All qther receiptlng,pperators will. have ni.'dnitor.~d;the, 
challenge and reP!Yil' thereby kno~dng the message is authentic. All 9ther, :", 
operators will receipto After the final operatQr has ,recidpted for the me~sagell' 
no otfi·er transmissions wlll be ma~ until silence is lifted 0 , 

Do Lifting Ra.di-o Silence.. Only the station 'Which imposed radio silence 
or higher authority lria.;r lift ito Lirting radio silence is accomplished: 

. .. ~ ~,;-~~6~ .::~: 

(1) Upon order rrom:"~:the Gonnnanding G;ifficerjl the radio operator at ihe {, 
station which imposed radio sile',"",e will transmit the following message~ , 

ALL STATIONS THIS NET WILL LIFT RADIO SILENCE 

(2) The first. receipting operator will challenge the sending operator, 
to authenticate" The remaining stations will have monitored the challenge and 
r~F1Yi' thereby knOwing the transmission is authentie ii' After radio silence is 
llfte~t) normal colDlllUIlications w:i.ll continue. 
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PART lIe PHY SICAL SECURITY 

201.. DEFINITION~ Physical security is that phase of communication secur:i.ty 
which concerns it.self with the physical means by which classified material 
is safeguarded from loss or compromise. 

A. Re sponsibility 0 Physical security is the responsibility of 
everyone that comes into contact with or handles classified material. 

B. Methods. The methods by 'Which physical security is enhanced> 
are thr'ough g 

(1) Proper handling. 
(2) Proper stowage. 
(J) Accountability 0 

(4) Timely destruction. 

2020 COMPROMISE 0 

A. Definition. Any classi.fied material which is unaccounted for, 
1"alls into the hands of» 0:: vieTHEld by'.9 unauthorized persons is compromised. 
When classified material is compromised it has lost its security value and 
must be reported im:llediately to the next higher headquarters. It must be 
assumed the enemy has knowledge of it" and its use must be discontinued. 

B. Compromise Cat,egorieso There are several degrees of compromise 
which depend on the circumstances of compromiseu There categories are: 

(1) Known compromise;. 
(2) Possible compromise 0 

(3) Unknown compromise 0 

Of the cs.tegol'ies l:i.sted above.!l the Unknown ~.,,()mpromise is by far the most 
serious. An unknown compromise is a compromise that has occured, but has 
remained undiscov-ered,~ or has been discovered but not reported to proper' ' 
authority 0 Therefore.9 the material -Mch has been compromised will 
continue to be used with possible serious consequences o 

203 <> REPORTlOO OF COMFRQlI1ISED CLASSIFIED MA '!'ERIAL. 

Ao ~en a ~~mpromi5e of classified material is discovered3 the 
report shall be made by the CommandiDg Officer of the company iri which the 
compromise occu.c'lSd" This repor.t shall ('.ontain the information outlined ill 
Enclosure (1) az;,d shall be forwarded to 5-3.') 4th Combined Action Group by: 
the most expeditious means without undue delay 0 

Bo Upon receipt of the compromise report» the S-), 4th Combined 
Action Group shall determine.9 in=ao=i'ar as possible, if the material is 
in fact" compromised. 

Co If the S=.J deteImines the material is comprcmisedg the report of 
compromise shall be forwarded to the $-.2.9 1st Brigade 5th Infantry Division 
(Mach) for act-iono If the compromised mateir;ia.l concerns communication security 
a copy of the rep..')rl shall be forwarded to the Signal Officer» 1st Brigade 5th 
Infantry Division (Mecl1) fhr information .. 
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2040 PREVENTION OF COMPRO¥JSE 0 

Ao Responsibility. The Commanding Officer of each compa.~'within 
the 4th Combined Action Group is responsible for the accountability, 
handling, and stolllage ,of all classified material, with:i,.n that bompany c 

Bo Safeguarding 0 

" 

(1) Accountability 0 This is the "key" to securityo The C.omma.nding 
officer of each company should ~ccOunt for all ~ssified material under his 
command at regular intervalso This will ensure all copies are being handled 
and stowed proper l.y 0 

(2) Stowage. Classified ma.terial should not be allowed to indis~ 
cr:iminate~ lie in any place lNhich is convenient. All stO\6ge places should 
be viewed from the standpoint of maximum security and minimum cha~ce of 
compromise 0 When the classified materiaJ. is not in use, it should be stowed 
in these areas of stowageo Furthers the C))JIJmnding Officer of each coDlp8.lV' 
should assign an NCO in each platoon responsible for the accounting, stowage, 
and handling of classified material. 

(J) Security Inspectors.. The, compaqy cOlllIlJander ''Should" from time to 
timeJj make security checks to ensure the provisions of this chapter are being 
complied witho 

X150 DESTRUCTION OF CLASSIFIED MATERIAL. 

A. Routine Destructiono A sec.}.lrity measure designated to prevent 
superseded classified material from raIling into the hands of unauthorized 
perSonso As Soon as classified material is superseded it should be 
:gestroyed completely without de1a.yo SuperSeded clasSified material:llas 
not lost its securitys just its usefulnesso " 

Bo Energency Destruction. 

(1) PurFOse o ~,the event any position is in danger of being 
oveITun by the enell\V 9 all classified ma.terial shall be destroy.ed to prevent 
it trom falling ,:into the ha.nds of the enemy" This should be accomplished 
wi thout del~" ' 

(2) Means of Destructiono 

(a) Document So 

1. Burno This is the ,most effective method of destruction. 
Place all documents together with a white phosphorous or, thermite grenade, 
or soak the documents with gasolineJj kerosenea or other flammable liquid. 

20 Shred. If the means to burn is not available, tear 
the documents into small pieces and scatter them over wide areaso , ',' 

30 Bury. 
be used only as a last resorto 

This is the least desirable method arid should 
" 
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(b) Equipmentc 

1. Burn. Place a white phosphorous or thermite grenade on to 
radio or in the battery case. 

2.. Disentegrate. Place equipment in a hole with a fragmentation 
grenade, after the explosion inspect to ensure all equipment is completely 
destroyed. 

). Smash.. Use any heavy object to smash the radio so it is 
not usable by the enemy. Antennas can be bent until broken. Head sets can 
be taken apart by unscrewing the plastic caps over· the transmitter and 
receiver portions and cutting the power cord. Scatter the different components. 
Batteries should be torn apart and scattered. 

()) During emergency destruction,P all documents and equipment must be 
completely destroyed. It is better to have a few documents and equipment 
destroyed beyond use than to have many partial~ destra,red o 
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CHAPTER lila VOICE RADIO OPEltATION PROCEDURES 

3010 GeneraL The operating procedures explained and illustrated in this chapter 
shall be .followed by all personnel acting as radio operatorso All personnel in 
the 4th Combined Action Group shall familiarize themselves with the procedures 
contained herein~ 

A. Trainil1go In order to maintain the highest state of training possible" 
the Company Connnunication NCO will conduct a communication school at Company 
levels as requiredo 'fo ensure all radio operators are familiar 'With the Voice 
Radio Procedures contained herem,9 COTtLp8.XV· Commanders should ensure ma:xinn:un 
parti.cipa.tioll of. personnel when this school is scheduledo 

B. Procedure o The 4th Combined Action Group radio networks shall operate 
in accordance with the procedures contained in the current edition of the' 
ACP=125 ~ and the instructions contained therein. No deviations are authori~do 
In the event situations occur wh~ch are not covered by these instructions9 · sound 
. judgement and good common sense should be used to resolve the situation: 

302~ TECHNIQUES OF VOICE OPERATION. Talki.ng over radio is different than talk­
ing over a telephone~ or person to person •. For maximum intelligibility 9 each 
operator should practice the following techniques of voice radio operatiom 

Ao Talk Slo·.-Jly. Remember)) the receiving operator ma¥ have to copy what 
is being transmitted. 

B. Talk Distinctly. Pronounce each syllaple of each word distinctly.ll but 
do not exaggerateo 

Co Talk in Monotone o Do not ra.:i..se or lol'ter the pitch of your voice "IiliJ;e 
talking 0 The frequency response of the radio handset is ~ot as broa4 as the 
range of your ';roice. If you. Vd..YY the pitch of your voice 'as you talk some of 
the words may be part.i.ally transmitted or completely losto 

, Do Speak 01ea.1",1.1"0 Do not slur your words,j form each word s~pe;~t~ly" 

Eo Do ~J:,t Hesitat.e 0 Know ~at you have to say BEFORE keying the trans":' 
mitter. Convey the message: to the receiving operator in as few words as poss-
ible" REMEMBER~ BE BRIEF, CI..EAIi.r'\.ND CONClSEo . 

F" Procedure Words (ProWJrds) 0 N.ake each transmission as short as poss­
ible by making maximu.rn use of prowordso 

Go Voice Volwn.e o Do not shout or whisper,!) use a natural voice level o 

Ho Do Not Become Irritatedo Remain calm, cool and collectedo . This 
attitude should be reflected in your voice at all times. <When acting asa 
radio operator you are not a personality, but a part of the radioo 

I.. Push=To=Talk Lever. Keep this depressed tightly while .transmittingJP 
otherwise your voice will be intermittently cU,tout. 
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;r, Radio Volume. Keep this at a comfortable level for the station you 

are ree~)i'"i;.lgo It ~ vary from station to station" depending on many factors 
such as; distanceo a.ntenna site!) t.el'rain" l.reather, etc. The volume being too 
high will cause noise and voic('· g,:i"'Stc':i:-t/tq.ht:N:Y.Ati 

3030 PHONErIC ALPHABEI'. The phonetic equivalents of the ~q.phabet should be ' 
used whenever single letters are to be transmitted to avoid misunderstanding 
or confusion. The phonetic equivalents and their correc"\;. pronoun cation is in-
cluded below: . ,. .. . 

PHO~"ETIC PHONETIC 
LETTER ~UIVALEf!~' <~PRONOUNCIATION LETTm E9Y1VALENT PRONOUNCIATION . 

A ALFA al - fab N NOVEMBER no-vem-ber 
B BRAVO brah ~ voh 0 OSCA:R os-car 
C CHARLIE char - lee P PAPA; pa-pa 
D DELTA del - tuh Q QUEBEC kay=bek 
E 'SeHO ek - oh R ROMEO row-me-oh 
F "~~l~W~:rl~ 'J1: foks - trot S SIllRRA s~~air-uh 
G GOLF gol1~ . T TANGO tang-oh 
H HOTEL ho - tell U UNIFORM you-ni-fonn 
I INDIA in - dee - uh V VICTOR vick-ter· 
J JULIETT jew ~ lee - et vi WHISKEY wis-kee 
K KILO key - low X X-RAY eka-ray 
L LIMA lee - Ina Y YANKEE yank-ae 
lo1 lvUKE mike Z ZULU zoo-loc 

Ao Transmitting Initial Letterso To avoid oonfusion between the spelled 
version and the initial version of phoneti9 letters, the initial version should 
be prefised with the pro'WOrd IIINITLU" whiCh means: The phonetic equivalent (s) 
following are to be copied as initials. The receiving operator Itrlll then copy 
the phonetic lett.er as an initial. 

EXAMPLE (1.) g ilINITIA;~, CFffiRlJIEil will be copied by the receiving 
operater as the single letter "e" 0 

EXAMPLE (2): tlCHARLIEn will be copied QY the receivtng operator as 
the spelled out phonetic equivalent IIC>=H=A-R=L<=>I-E". 

304. NUMBER So The pronounciation and proper method of writing numbers is 
included belowg 

NUMBER PRONOUNCE ~ITE A§ NUMBm PRONOUNCE mITE AS 

Oile wun 1. Six s11$:s 6 
TWo teo 2 Seven sev=en 7 
Three t.huh-ree '~ Eight ate 8 
Four fo-wer if' Ntne nine 9 
Five fi=yuv t:, 

.# Z9i"0 zee=row rJ 
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A. Transmitting Numbers As Figureso To avoid confusion bet~en the spelled 
version and the figure version of a number; the figure version should be prefixed 
with the prowrdtiFIGtiRES" which means~ The numbers, following this prol«lrd are 
to be copied as symbolso The receiving operator 10.11 then copy the numbe,r as a 
figure symbol. 

EXAMPLE (1): "FIGURE SEVEN" nIl be copied by the receiving 
operator as the figure symbol "711

0 

EXAMPLE (2): "SEVEN" will be copied by the receiving operator as 
the Spelled version "s...E-V'=E-NII. 

305.. PUNCTlJATION o The punctuation included below is authorized for trB;nsniission 
by radio and other means of communication. 

PUNCTUATION ""'ITTEN' PRONOUNCIA- PUNCTUATION WUTTEN PRONOUNCIA-
SYMBOL ABBREVIATI~ TION SYMBOL ABBREVIATION TtON 

I Slant slant ( . PARm pa~r-en 

0 PD period ) UNPAREN un-pair-en' 
i CM)( comma DA.$ dash 
; SFMICl,\l semi-colon $ DOL dollar 

C!.N colon ? QJES question 
II U QTE qoute & AND and, 

Aa Transmitting Punctuation As Symbo1so To avoid confusion between the 
written abbreviation and the punc.tuation symbol" the symI:1ol version should be . 
prefixed with,<:t-he prol«>rd liFlGURESfI. The receiving operator will then copy the 
punctuation as a synlbolu 

EXAMPLE (1) g I9FlGURES DOLlAR" will be copied by the receiving 
operator as the pUnct~tion symbol 11$11 ... 

EXAMPLE (2): "DOLLAR" will be copied by the receiving operator as 
the written abbreviation t'DOL" 0 

306. PROCEDURE WORDS. 

AD Definition. Preceqtlire 'WOrds" or Prowrds as they are commonly called 
are pronounceable 'WOrds or short phrases with predetermined lEanings which oon­
vey orders, requests~ and infonnationof a common canmunication natureo Pro­
l.Ords were designed for use between operators to increase brevity and clarity 
of transmissions .. 

Bo Pro signs 0 These are abbreviated forms of prowords which ~ convey the 
same meaning as the proword» but. are designed for use in otheJ' means of comnDmi­
cations~ Prosigns are not to be used on voice networks, ho~ver, for ease in ' 
Oopyingp the receiving operator may Write the prosign in lieu of the pro'WOrd, 
further" this practice is encouraged .. 

3-3 

DECLASSIFIED 



DECLASSIFIED 

CoUse. Prow:>rds are used extensively in the Basic Message Format, 
in procedure message texts, and in establishing COIIIJIIllllicationso Therefore,jl 
each radio operator must know these pro'WOrd.s~ their meanings, and -where they 
are used.. This will provide eaC'h operator with the means for more rapid and 
reliable transmission of messages o 

D.. Prol'Drds.. Contained below is a list of all pxolOOrds authorized for 
use on the 4th Combined Action Group radio networkso All operators shall 
mals:e maximum use of these prowords at all times when transmitting messages.ll 
or other trafi'ico -

PROSIGN 

II 

AA 

AB 

AR 

AS 

ASAR 

B 

BT 

c 

em 

PROWORD 

UNKNOv./N STATION 

ALL AFTER 

ALL BEFCRE 

OUT 

WAIT 

WAIT lOOT 

MORE TO FOI.LOW 

CQ"RRECT 

CONFIRMATION 

..,MFANINQ/USE = 

~ To call an unidentified station .. 

.!L§§l To indicate a word or group» after 
which" a part of a message was. not 
received. 

~g To indicate a word or group, before 
¥lhich)) a part of a me a sage was not 
receivedo 

~INGg 'l'bis is the end of ~ transmission 0 

. No reply is expectedo 
~~ Tra~smission Ending Signo 

~NINGg I will pause for a few seconds, 
standby. 

~ By the sending operator to inform. 
the receiver he mqst leave the net 
for a few seconds o 

~g I will pause for longer than a 
few secones, do not standby. 

~3 By the sending operator to indicate 
he must interrupt ~e transmission .. 

~~!NQ~ .After this message is receipted 
. for~ I have mor~ traffico 

y~ In .the message fi~: instructions. 

~ To separate the message text. from the 
heading and ending .. 

MEANINGg That is correcto You*~are cOlTec1i 
USEg To indicate a repeated portion of a ' 

message is correct. 

MEA.NINGg All text:. numbers are confirmed 
- -n ·'~·as rollows~_~ __ 
t1SE~ Fo11ows the text of a mes'sYage after 
<>==;> 

the· Break.\! all numbers are repeatedo 
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DE: 

EEEEEEE 

EFEEEEE AR 

F 

G 

·FM 

OR 

GRNC 

aM In'{ liM 

!NT 
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,mOWORD 

THIS IS 

CORRECTION 

DISREnARD THIS 
MESSAGE 

DO NOT ANSWER 

READ BACK 

FROM 

GROUPS 

CROUPS NO COUNT 

SILENCE SILENCE 
Sn.ENCE 

SAY AGAIN: I SAY 
AGAIN 

.!!FORMATION 

INTERROGATIVE 

--,MFANINQ/U SE 

MEANING:. The call sign or the calJ.1ng 
station is " 

.!!§E.J. In the message Callo 

MEANING~ The_last l.Ord or group sent 
is in error,9 the oorrect 

~:--
version is " 
Whenever anert-or occurs -which 
must be correctedo 

MEA:NING~ Disregard this message as if it 
had never been sento . 

~~ To cancel a me~sage being sent 

MEANINGg After I have transmitted this 
messages do not receipt for ito 

USE: In the message Transmission Instruc­
~ tionso 

MEANING: After I transmit this message 
read it back to detemine if 
your copy is correct" 

.!!§§g In the message Transmission Instruc-
tions" 

.!:WANUl}s . The originator of this message 
is 0 

.!!.§!g In the .Message Addresso 

!f!ANOOg The groups cOWlted in the teJd; 
of the message are .. 

.!l§.Jg In the message Prefixo 

MEANING: The groups in the massage text 
have not been counted o 

~ In the message Prefix" 

MEAN~::&nergency silence is imposed" 
,!!~~ To impose emergency silence .. 

MFANIl'lh All 'l«lrds after this proword 
. are repeat.s (I) (you) requested 

USEg To indiCate an answer to a request,9 
~ or a request for a repetitiono 

tf§A.NI.Ng: All addressees follow.i.ng this 
proword are informationo 

~g To· indicate the address of the 
messageo 

~ To indicate that a prol«lrd is being 
used as a question rather than a 
statemento 
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J 

K 

o 

p 

R 
R 

TO 

T 

VIA 

we 

XMPT 

PROWOOD 

VERIFY . 

OVER 

NUMBER 

PRIORITY 

ROOER 
ROUTINE , 

TO;:" 

RELAY TO 

WORD AFTER 

hORD BEFORE 
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MEANING: Verify with, the originator of'the 
message and repeat the messagea 
or portions requested o 

.!!§!: To confirm doubtful or que stionable 
messages or portions 01' messages\) 

MEANING: This is the end ot nw transmission.., 
your receipt is invitedo ' 

~. In the message Endingo 

MEANING: The station aerial number ot this 
message is.~~~ __ o 

!!§!: In the message Cillo 

loIFANING: The precedence of this message 
i8 L'1mc.diate. 

USE~ In the message Pre.amble, prior to 
- the date-time group .. 

MEANlNG~ The pre<;:edence of this message 
is prio~ity., 

~ Same as immedi.ateo 

MEANING: I am receipting your lTI-Bssage" 
MEANINGg The precedence of this message 

is routine .. 
USEg 'Same~e'!3 iImnediateo 
~s· 

MEANINGg All addresses .tolloldng thi s 
pro~rd are actiono 

MEANINGg Relay this message to the station 
whose call. sign tollows .. ' 

USEs In th e message Transmission Instruct-
ions .. 

.!!.§!~ r'cT6f;:,indicate a l«)rd or groups a£:ter.: 
which,!> another word or group was n~ , 
received o ' ' 

MFANIN@l To indica.te a w,rd or gro~p,f,~e.fore 
lilicll) another word or gi'Qup'was 
not received .. 

MEANING~ . The station{s) 'Wt;ose cal.l sign.(s) 
tollowing this prow:>rd are exemp­
ted from the Call (AdQress) 

USE~ (In the' message call or address) 
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FLASH 

FIGURES 

INITIAL 

I SPELL 

MESSAGE FOu..oWS 

TlME 

WILcO 

~INGg T'ne precedence of this message 
is Flasho 

.!!§jg Same as immediateo 

MEANING: The numbers (punctuation) follow­
ing are to be copied as ~olso 

MEl\NING~ The phonetic equi:valent(s) follow­
ing are to be copied as initj,al(s) 0 

MEANING~ To aVoid confusiong the following 
group will be . spelledo 

.. 
MEANINGg The follow.i.ng message is to be 

copied for record pu~poseso 
.!!§!: After the preliminary call to indi= 

cate to re cebd.ng opera tor he nmst.< 
be prepared to copy.. . 

MEANJ!Qg The numbers follow.ing w.Ul be a 
time group» or a date-time groUPi 
copy as s,ymbolso 

MEANOOg I have receipted for,9 understand 
and will comply with the content 
of this me ssage 0 

Ao Definitign.. A message is arry thought or idea transmitted in plain of 
secret language by any means of comrmmicationo 

. B. Originator 0 The originator of a message is the command by "Whose 
ati-:thority the message is sent.. Messages are sent for and in the name of the unit 
commander.. Therefore ll the unit commander is the originator of all messages sent 
from his unit~ even though he may not actually write all messages transm.1tted i 

.the responsibility for their contents rests with him.. The unit commander should 
be aware of the contents of all messages sent from his commando 

c. Message Fo:rma.t.. All messages to be transmitted by radio are prepared· 
for transmission using a format specifically designed for this purpose. This is 
known as the Basic Message Formato The Basic Mese,age Format applies to all meanEi ' 
ot electrical cOIlllIlUnicationso For Voice Ra4io Procedurea the operator need be .. 
concerned only'with those contents of the format which pertains to voice opera­
ting pro cedureo 

D. Basic Message Format Partso The Basic Message Format is divided into 
three parts for identification purposesJI liIhich are~ The Headinga Text» and 
Ending .. 
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Eo Basic Me.§1sage Format Component§,o Each Pp,rt of the Basic Message 
Format is further divided into Component.so 

(1) Head~ The Heading'IIConsists of 5 Components: 

(a) Procedure 
(b) Preamble 
(c) Address 
(d) Prefix 
(e) Separation 

(2) Im,o The Text consists of the subject and textual matter. 

(3) Endi~o The Ending consists of 2 components: 

(~) Separation 
{b) Pro cedure 

F.. Basi.c Messa.s:e Format. Lines and Contents. Each Component consists of 
a certain number of Format Lines and Contentso These are outlined in the 
Basic Message Format Schematic Diagr8lll$l sho'Wn in Annex Ao 

Ao furW§!o Because all messages do not require all components and 
contents of the Basic Message Format for their transmission~ there has been 
devised three di.fferen~ forms of the Basic. Message Format.. Each Form is 
designed to fit a particular need. The three Forms otmessages areg Plain­
dress» Abbreviated Plaindresss and Codress. 

Bo Plaind~§s Eor!!:" 
!, 

(1) Qefi~tion. The term "plain dress" is a contraction of the 
phrase "Plain Ad@$<s~~P'i'i> which indicates a message is transmitted with the add= 
ress either in plc~.ill .Language or unencrypted call signs. This form will also 
cOntain all Format partss campon.ents ll liness and contents, as required for 
the transmission of the message. > . 

(2) ppo~o To provide the operator With :a 1."omat in lIhich all 
components and lines of the Basic Message Format are used9 as necessary for the 
transmission of' ~hemessageo 

(3)Useo The pl.B.indreSls Form will be used "Whenever any message 
'Which must be copied and delivered to the addressee (8) 0 

(4) Format :Unea Omittec!. The following message format lines may be 
deleted from the message "Only tor the reason stated below during its transmission o 
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LINE # REASON FOR DELETION 

1 Not used. in radio procedure 
'. 4 U sed only as nece ssary 
6-9 Wlen the call serves as the address 
10 Required only when the message text is coded 
14 Required o~ when numbers are in the text. 
15 U sed only as necessary 

(5) Determining Line To Be Usedo In the plaindress :f,'orm.,9 use only 
those componentsl) lines9 and contents lihich are necessar,r for t~e rapid and 
clear transmission of the message o . 

Co Abbreviated Plaindress Formo 

(1) Purpose 0 This form.ll generallyp is used for messages \lihich need 
not be copied,jl and are. usually exchanges of· information between operatorso 

(2) Use o The Abbreviated PlaindresB Fonn is used for the transmission 
of messages bet';n operators to exchange communicatj,.on information.ll to obtain or 
request correctionsl) repetitionsjl verit'icationsjl and other information concerning 
messageSl) radio networksj/ proceduresJI call ~igns. frequencies lI etc. This ronn 
may be used in place of the Plaindress Form lilen necessary" 

(3) MessMe Format Lines Used.. Generally, the below listed message 
format lines are used in the abbreviated plaindress t'ormg , 

LINE (j LINE TITLE 

2=3 Message Call 
4 Transmission Instructions (or~ as required) 

12 Text. 
15 Final Instructions (only as required) 
16 Ending Sign 

(a) Ru1es of Exception!!" 

10 If a date-time group is used,» t.t)e'separations are necessary. 
~.. If all stations are not in d1re1ct contact with each C?ther 

the addre ss must be used. . 
;lo The text willusualli cons:t.s~"of prol«> ras 9 message ident­

ification, and correcting ~nd~!,wrif'ying infon;aationo 
11:0 Abbreviated Plaindress may be use~ for other types of 

me ssages 0 

Ao Establishing Col'IllIlWl!cat1onso Wlen initially establishing oommun= 
icationsa all stations involved will use preliminar,y calls to contact each othero 

3-9 
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(1) !:~llm:ina:q Ca:11o Preliminary call is used by the calling 
station and all ans'l\'er stations to initially establish camnunicationso It con­
sists of the call sign(s) of the call station(s) 0 The proliOrd THIS 15.9 the call 
sign of the calling stations ann the px-oword OVER or OUTg 'Whichever applies o The 
proword EXEMPT may also be used if a station or statioGs are being exempted from 
a preliminary call employing a net call .signo 

(2) Abbreviated Callo An abbreviated call is used by all stations 
after initiallY-establishing cODlD.unicationa~ An abbreviated call' sign consists 
of the proword THIS IS!) and the call sign of the calling station» and the pro­
w:>ro OVER or OUT» whicile'i>'er applies o 

• (3) Single Cago A call in which the calling station calls only one 
station. : 

0 .. ) .tfu,ltiple C~o Call in whicll the calling station calls t'liO or 
more stationso St.ations called will be in alphabeticaJ.-numerica.l ordero 

(5,) ~.i-Callo A call in ·...bieh the, calling station call~ all other 
stations on that net hy using a call sign which means ALL STATIONS THIS NET. 

a.. ~i&LaJfet Callo The stations included in a net call 
-will answe:r the cill.iD.g station in alphabetical=numerica.l order. If any station 
fails to answer in turns the same procedure as for Multiple Call is followed.. . 

B 0 CALLING AND ANSWERING EXAMPLES: 
~..........,- --=>,::,. .., 

(1) l:rel~~_a 041 and Answer 

CORAJ .. REEF=THIS IS=>BIG DRIP=OVER 
BIG DRIP=THIS I~·CORAtREEr=oVER 

{2) J':J"eU:l!ir~a_J1:g1t~le Call and Answers 

CORAL REEF=DRY SlND= JIM. DA .. l'>IDY=THIS IS=.BIG DRIP=OVER 
BIG DRIP<-}!'HIS I&oCORAL RW'c:001!ER 
BIG· DRIP=THIS IS=DRY SANl)=OVER 
BIG DRIP=THIS XS=GTlM DANDYJ)V'm 

(3 ) PreJ.imina1.7 Net, . Ctil JHld Answers 

ALL STATIONS=THIS NE'.t'=THIS I~I~·DRIP~ 
BIG DRIP='l'HIS IS=CORAL REEF=OVER 
BIG DRlP=THIS IS=PRY· SA.ND=Ov~ 
BIG DRIP='!'HIS IS-~J!M DANDY=OVER" 
BIG DRIPc"THIS IS~AN QUEEN=OVF.R 
BIG DRIP=THIS !S=Sl·UUJ.., !NCHCft=OVER 
BIG DRIP=THIS IS=ZANY ZUlli=OVER 
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(4) Abbreviated call 

THIS IS-BIG DRIP-ovm 

(5) station Fa.iling to Ansl'Jer in Turn 

CORAL REEF-DRY SAND-JIM DANDY-THIS IS-BIG DRIP-0VER 
BIG DRIP-THIS I5-GtORAL REEF-oVER 
(DRY SAND falls to ans-wer within 5 seconds) 
BIG DRIP-THIS IS-JIM DANDY-oVER 
BIG DRIP-THIS Is-DRY SA.Nl)"'()VER 
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From: 
To: 

, Subj: 
\ 

DECLASSIFIED 

Commanding Officer» Combined Action Company 4~_ 
S-3s 4th Combined Action Group 

Compromised Classilied Material Report 

1. This i·s a report of a (known) (possible) compromise 

20 Title of compromised. material:. _________ ~ ___ ~~----

ao Page Number: 
b.. Table Number: 
c 0 Item Number 0 

do Frequency: 
eo Call Sign: 

30 Time at which compromised was discovered~ ________ o 

4.. Was compromised material used prior to discovery of compromise'? (yes) (No) 

a... Approximately how long was compromised nate rial used prior to 
discovery of compromise~ 0 

5. Name of person(s) discovering compromise and location of compromiseo 

6. Persons involved in compromise (If known); 

70 Cause of compromiseg Ao Document was~ (1) Lost 
(2) Captured 
(3) Unaccounted for extended time 
(4) Viewed by unauthorized person 

Bo Call sign was linked vdth plain language equiva­
lent .. 

C.. Frequency was linked with pla.in language equivalento 

Circumstances surrounding compromise. (A short resume of ~ the comp~se 
occured) -

Signature 

ENCLOSURE (1) 
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~.A 

BASIC .1ES$A~ FO~T SC~TIC DIA.~ 

Pilot 

Y...essage Call. 

'l'ransrldsSi.on 
Inst.:ntctJi tins 

CON~ ;; --; . 

Not. used .in radio. procedure ~ 

0'21.1 s:lgn (3) of ealled stat.ion (5); proword 
:EXl'iXPTg e0ill.1 -sigri(s) o:f exempted stat.i.on(s) 
proword THIS IS$ e;a"U sign of calling st.a= 
ti.on; pX'OlIIOrd !rIDmER and stat.ion serial 
11.umber of ca~!.l.ing Stationo 

P~~rds READ BACK", or 00 NOT ANSWERy or 
REU..Y (TO)" _ . ----------------------------

Dat.e-time 
group Proworde; ROU'lDlEl) or PRIORI'IT-,9 or IMMEDI= 

A'l'EgHlX" FLASH$plt"Oword TDIE; dat.e=time 
group» zone SJ~f':f:ix; message :i.nst.ru.c;ti.ons 0 

__ ·""' __ ""0110~.;;f;!:>""'C:O;> 

A 6 

D 
7 

D 

R 8 

E 
9 

S 

S l.0 

SEPARATION ll-

Message 
Originator 

A""t~.ion 
Addre~see (s) 

Ini'onnat.:i..on 
Addressee{s) 

Exempt.ed 
Addressee (8) 

A count-:it'.<g 
In.format:ion 

Long Break 

PrGw:>rd FROM; cal.l sign of' me ssage 
originat.oro 

Prow6rd TO.. cal.l. si.gn (5) o.t act.:ion 
addressee(s)0 . 

PX'O~rd INF~TION; cal.l. sign(s) of :infor­
mat-ion add-;'eseee{s),,-

Proword Ex:empt~ ~ sicgns of' exempted 
addreseee{s) " 

PJ:'Oword GROUPS .follo-wed by numerical 
count of: tot.a~ed number groups i.n "ten ~ 
pro1P!Ord GROUPS NO COUNTo 

Proword BREAK» sep~ates T€lxt; £rom 
He'3.dingo 

--------------------- -
T 
E 
X 
l' 

E 
N 
D 
I 
N 
G 

TEXT 1.2 

SEPARATION 13 Long Break 

Message Classi.ficat10n or UNCLAS; passing 
:ill\atEUct;lpns;; d:ci.J.J. or exercise ident.ifi.= 

cati.on; ~ubject l.ine p references» textual 
ma.teri.al.o 

--------------------------------------~ 
1.4 

1.5 

1.6 

Confi.rmat.ion Proword CONFIRt~ATl.ON; al.1. numbers and/or 
. odd groups in text repeatedo 

Final Inst.rueo-Pro"WOrds MCRE TO FOLLOW; CORRECTION .. 
tiona DISREGARD THIS MESS.4.GE~ ALL AFTER; ALL 

BEFORE.. WORD AFTER$ "waD BEFORE 
Ending Sign Prowo:!'ds ovm or OUT 
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