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SECOND ENDORSEMENT on CO, 4th CAG ltr 3/RSB/hde over 5700

dtd 3Jan70
From: Commanding General, Fleet Marine Force, Pacific
To: Commandant of the Marine Corps (Code HD) Fgl

Subj: Command Chronology for period 01 November to 30
November 1969 W
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1. The subject chronology has been reviewed for completeness ~
and is forwarded herewith. b

R. 'D. WHITE
By direction
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"CONFIDENTIAL (Unclassified upon removal rrom the basic letter)

FIRST ENDORSEMENT on CO, L4th CAG ltr 3/RSB/hde over 5700
of 3Jan70

From: Commanding General, III Marine Amphibious Force
Tos Commendant of the Marine Corps (Code AO3D)
Via: Cormanding General, Fleet Marine Forece, Pacific

Subj: Command Chronology for period 1 November 1969 to
30 November 1969

1. The subject chronology has been reviewed for complete=
ness and is readdressed and forwarded herewith.
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CO, Lth CAG
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HEALCUARTERS T
4th Combinea &sction Group
ITI darine amphibious i'orce
Fr0, San Francisco, %602

3/usB/mde
5700
3 January 1970
CONFTLIGTIAL | Cof'r 2 a¢ 1 Cories
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From: Comaanding officer
To:  Commandant of the iarine Corps
Via: Commanding Geueral, III Marine amphibious Force

Subj: Couwwand Chronolozy for period 1 KNovember 1969 to 30 lovember 19%9

Ref: (a) HCO 5750.2
(b) FMFFACO 5750.0

®
Encl: (1) 4th Combined action Group CGomuand Chronology 5
P o
1. In accordance wita tne provisions of reference (a) and (b), enclosure >
(1) is submitted, ANV
.»/,
7
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T
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i
Lowngraced at 3-~year intervals ‘\"\
Leclassifieo after 12 years {
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ALFdA ~ (Unit sencing report) el
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ol Tounc ¥IA with gmshob wounds.

FOXLHOT = Fi/KTa_ GOLF — BH/WIA HOTEL - FR/HIA

IALIa - BN/ KI4  JULIAT - Exl/CAFTHL K110 - Bi/SUs

LIMA - (Veapons Captured) . -

dIKE - (Equipuent/Locuients)

WOVEMSZR =~ (Coumand Action Taken)

OCAR = (Initial, Intermin, or Final keport)
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LIMA - (Weapons Captured)

dIKE - (Zguipuent/Loeunents)

NOVEMAER - (Command Action Taken)

OCaR = (Initinl, Intermin, or Final Keport)
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HALCU A THES
4th Combin.d Action Group
III Hurine Amphibiocus torce
FPO, Son Froncisco, %602

COubaNL CHLONOLOGY

1 Hoveaber 199 - 30 Hovaasber 1969

FART I INLEX
FART II fatdlaTIVS SUniakY

Comanc-0perations~Training
Fersonnel administration
Medical

Logistic/Supply

Uivie action

FART JiI S U:.u Tihin LISTING OF SIGHNIFICANY sVissits
FART IV SUHEURTTIG LOCUMBNTS

& oot Roports
& _Map of CaF AOCs
e..Group Order 2000.1
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1. Legignation —t Communder

Headcuarters LtGol d, ¢. KEBEan  1-30 doveaber 1%9
4th Combined action Group ‘

IIT Marine Amphibious Force

¥10, San Francisco, %6602

Subordi-ate Units

Call 4-1 Capt. J. L. HIOTLS 1-30 Noveiber 1969
CiaCo 4-2 Capt. 4., H. HILL 1-30 wovember 1%9
CiCO 43 Capt. 4. E. SOMILEKS 1-5 Woveaber 1969
GySgt 4. F. LASEFORL 6-19 Noveuwber 159
Capt. A. B. HIN3OH 20-30 Hovember 1969
2. wocation
Headguarters 1-30 Hovunber 69 cuang Tri Combat Base
Cal0 4~1 1=30 Noverber 69 bong Ha Listrict
CaCl 4=2 1-30 Wovember 69 Hai iang Listrict
CalCl 4~3 1-~30 Hovember 69 Trieu Fhong tistrict
3. Staff Officers
Group IZxecutive Officer Maj T. Fo UBAGHER 1-30 November 69
S5-1 Admin Officer NG Lt C. ©, BROOKS Jr. 1-30 Hovember 69
S-3 UOfficer Maj k. S. SURGESS 1-30 Hovember 69
3-4 Officer 1st Lt T. 0. GOLLSwURTIY  1-11 dovomber 69
GySgt Be L. T&LCOTT 12-16 Hovember 69
1st it Jdo G oda¥ 17-30 sovenmber 69

ENCLOSURE (1)
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W“" /u M ‘ﬁrf.w"’.a

The month of Novamber wos devoted to noraal operations in established
Tacticel Areas of Coordination (TAQCs). Operating areas continuc to be
restrictud due to the scasonal monsoon rains, however, no criticzl flooding
occurred during the monti.

CAFY L~2-1 and 4-2-2 in Hai Lang Listrict were rclocated within the
District as thé activity level anticipetod when the Cabs were orginelly
inserted into the old TAOUs failed to materizlize. There had been only one
minor cnemy contact in the two arvas and the goals of the 1%9 accelerated
Facification Flan had been achicved. The level of pacification, thoe
inability of the cnemy infrastructurc to estublis: inroads into tac GUN
politicul structure, cnd tic susteined lack of cunergy activity created an
enviromment which minimized the recuirement for Merine presence in the
TAdCs. The military training of thic F platoons and the ability of thc FF
plutoon Ilcaders to conduct oporations unaided reacied o state where no
further assistunce was roquired.

. Ca¥ 4~-2-1 was shifted frow the hamlet of Lon (ue (YU 4752) to the
hamlct of Cau Nhi (YL 4742). Cau thhi is the principle hamlet of its
villege and contains the headguarters of the village govermment. The arca
is classificd as 2 presetitlement area as the inhebitants are returning to
their haues which tihey hod abandonce cariiocr, Cal 4-2-2 wis rolocated
from the handet of Co Luy (YL 4553) to tne hamlet of Lam Thuy (YD 4254).
Lam Thuy is the most populous hawlot of its villuige and is also the suab
of the village government. It wis rated Vo controlled until February 1%9
ana is a large rice producing arce. A functioning VO infrestructurc is
kinown to bu operating in the TAOC and there hove been two politicel
assasinotions and a number of propaguinds incidents in reccent months in the
arca.

viaison with eluments of the lst Brigade sth Ianfantry Livision
(Mechanized) was coupleted during the month and reaction plans were
finalized for the CAPs operating in tho Tacticsl Arces of Kesponsibility
of the 1st/5th Inf (ilech). Three CaFs in Long ife Listrict continuc to
reguire reaction forccs from the Group fHeadcuarters ena the adjecent
CaPs duc to their location outside Amcriesn controllcd TACUs.

Night operations continued to dominste the tacticel sceae during
November, however, ths number of combined

od operations during uaylight
hours increased slightly. the role of thoe Combined action Flatoon in
combined opurations romains thot of providing blocking forces for RF
companies or units of the FwMar's,

Eneny activity increased slightly during the month. Riee collection
attenpts enu increzsed camphasis on intelligence gathoring activitics were
noted, toguther with a marked inereasse in the mining and terrorist
activitiecs of the VO. The location and woveiaent of ARVN anc FWAF units
appearcd to be the prime torget of the VO intelligence uffort wulch

could inciecate the approaech of the wnomy wlntur/oﬁﬁmjfli e ”‘“ﬁ
R

Ve E?ﬂ J
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Eﬂﬁgd?ﬁ&ggﬁ?@%FfﬁﬁD{ ountinucs his propaganda znd proselyting activitics
R RN A L) Y
< A1

dircetc general public to support tae Hational iiberation Frout's
Frovisional-koWplutionery Governmeat. Namerous reports neve stated that
the Wi are reinforcing units prosently in Gueang Tri, primerily in the
southeastern portion of the Frovineo slong the (usng Tri=Thua Thien
borcer. An snolysis of tne informction gathored during tiho montin indiecotes
that tno enemy goneral offensive is seincdulod to comaoncs during the
latter port of Janusry or early February 1970.

Tac FF desire for o lorge comwand post continuce to detract from
night activitics as personnel shorteges limit the number of Y solaiers

aveiluble for petrols snd csbushes. ihe requirencnt for two Y soldicrs
for every Marius taking part in 2 tacticul activity eomtinues to be enforeed
thiroughout tha Group.

On the job trsining of the Fopular Force soldicrs contimues to recclve
major cmphasis. Woapons training to include operation cnc functicning,

stressed. Formal iastruction in the foom of classes in tne arcas of
intelligence, commmications and psychologic.l operations were prescnted
to indivicual compunics curing the month.

Flans were initiated to inceroase the wmount of formnl tradiniag

presentcd to sech CGaF. Lesson plins were reviewed ona updated and the
groundwork for night live firing «t & controlled rangs wes bugun.

The Group FoYUES Frograw continued to corpleseat the tuctical situation
in Cueng Tri. 4ie Undeu Hoi theme was stressed during the moonth with the
distribution »f four individunl lcaflets including two hand written
messnies thet followed up a contact with the VO,

Other tasues stressed duriing the sasmta included the Volunteor Informant

“Progren, the enhoncocacnt of the GV imige and inforucstion cuncerning tile

weys the Cul'e can help the peoide. cenflets expledining the progroa wero
distributed wiich eicded in osteblishing the luprossion ol tie government's
concera for the safoty nd well being of the poople. Pace to face contoncet
with villaogers continucs to be ti most effective méethod for leaflet and
poster distribution. The employwent of villige ana homlet officicls to
accumpany the I'SYOr3 patrols ossists in establishing sn imege of governmental
involvement in the pocificotion effort.

Results of tihe PSYOFS e¢ffnrt for the month were:

VIP Payments: 5,00
Total Leaflets Listributd: 13,795
Total Fosters Distributud: 12,09%
Total MELCLFs: L25
fumber of Feople Treated: 14,126
Total HEDCAP Hours: 1,720
Mavie Van Operations: 7
Hovie Van Smployment iiours: 20
Movie attondance: 1,272

CACO 4=l operated in Dong Ha and Mai Linh Districts throughout the month
with the command post located at the Dong Ha Listrict Headquarters compound .
The sub=-station at Mai Linh District Headquarters compound continued as
a communications link with the CAPs and also provided liaison with the
District Senior Advisor. Significant incidents duriiiffg‘“x‘i1’1!;=3‘-'xn'on’r:h--,;,i:r-we«Zlnd‘e.ng.7
the following events. : [Lﬁ{'\l((éqﬂ@\\gﬁﬂg@ ;

3 ENCLOSTRE (1)
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072100H Nov !I An ambush from CaAP 4-1-1 sig)”\,dne or two sampans

on the river moving east. The boats were ordered to nalt, but they
continued on. The ambush openetd fire sinking one boat. Illwmination
was fired and 3 individuals were sighted swimming to the opposite
bank. The CAF CF maneuvered to the river banl: and openec¢ fire on the
VG. One swirmer was seen to go uacer and not surface and contact was
lost with the remaining VC. Tie result of tie contact was one VU KIA
(:robable), and one boat sunk. YThe area was swept on both banks under
illumination and at first light with negative results. An RF company
at the (uung Tri Bridge was informea to watch for possible objects

in the water.

2012304 Nov £9. A daylight patrol from CAF L4-1~-1 dlscoverea a woman
who apparently drowned in the Thach Han River. A FF stated she was

a VC; however, no weapon or identification was found. The woman's
uncle who had ceme to the scere identified the bouy and confirmed the
FFs claim that she was VC, name Linh Thi. The body was examined by
the U3 Army Mecic from Mai Linh District. ifo visable signs of
violence coule be founé and she was pronounced Gead by drowning.

CACO /~2 continued operations in Hai Lang Listrict with the Company
Headquarters located at the District ileadquarters compound. Significont
contacts with the enemy are as follows:

0L1205H Nov 69. A male Vietnamese civilian, identified only as an
intclligence contact for CAP 4-2-3, informed the CAF of an unkmown
purber of VC at YL 425535 who told hamlet resicents to prepare rice
for them as they would return to pick it up at OL1L00H Nov 69. A
patrol from 4-2-3 was Cispatched to swecyp the arca in search of the
Ve and a 4-2-4 potrol was moved to block to thi south and/or becone
a reaction force if needed. The initial sweep proved negative, but
a second offort produced contact at YL 423537, where two VU were
found in a bunker. A4s the 4=2-3 patrol approached, one VC (later
identificd as Le=Van-Duyet) cmerged with fists clenched and a IF
thought he¢ had a grenade. The PFoshot him twice killing him instantly.
The sceond VO, Nguyon-Tam, surrenGerod with threc 8K-47s, one I1i-26
gronade, 1 knife, 5 AK-47 mugazines, 1 ammo box contuining docunents
and one pack containing assortad clothing. (The one AK-47 and box
of documcnts had been buricc in the bunker.) The bunker was destroyced.
Neuyzn=-Tam wes brought to thoe Hai bLasgg LIOCC whirs under interrogation
he spoke frecly. The docwacats were tax collection files for 1%¢ in
Fhoung iang Long Hamlet, where he ane his dead companion were smployed
as Local Force VG. Under cuostioning the priseucr steted they had
both beun consicering becoming Chicu Hoi's due to illness, lack of
food and lack of the prople's cooperation, but were very frightened
at what might happen to thaa should thoy surrencer. Further questioning
roevealed the two were part of & six man team working that area to
colleet, buy, or steal foou for themselves aud other VO units., It was
was discovered that collection or pussing of food wes uone on dates
containing a three (ic - 3 Hov, 13 Nov, 23 Nov, 30 iov) anc thut
moetings for the passage of oroers were conducted on dates containing
an vight {(ic ~ 8 Nov, 1t - 26). The next such meeting was to take
place in grid squars YU 3952 - 4052 on & Nov 69. It hac been rumored
that the VC bListrict Chicf would come froa the ountains (Base Area
101) with a reinforesd squad to pass information of fwportence.
Further querics produccd ti infiltration route currcently being us&d
and the presence of onc way station at YL 373526, consisting of a '\
4 ENCLOSURE (1) \
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squad li!r'rg' underground with tic ?z)issioi,_”.sc srt infiltration

CaCo
Fost

parties across the strean by boot anc guite then to the Tra Loc
dasdlet arca. Gooraination with the Hal iong bistriet Chiel allowed
CiCO 4=2 to tauporarily extract CaPs 4-2-3, L=2-2 and 4=2-1, cach
with one squac of ¥Fs to activate 2 special operétion in the Tro
Loc arva, Tho TLOC of CAP 4~2-4 was extonded to include thc
suspected uesiving site. Thres oibushes consisting of 11 sen ench
were cstablisict ot YD 395526, 402521 auc LOA524 (5 Marines, &4 IF,
2 KCS) and o fourth ambush consisting of 15 men (5 Marinus, 4 FF,
1 USN, 2 KCS, 1 USi enc C.LCO 4-2 CO) wes estobiisheC at YL 402523,
The plan of exceution culled for the outlying auwbusics to allow
suml) enc.y units to pass into the lirgs avbush crea (thought to
be the meeting plece) 'ULQ for all units to wait for the larger
eneiy unit, in hopes of killing or capturing the VO Chief. it
approximotely 2130 three VO stopped in the 4-2-1 kill zone and
the ambush thinking it ey have been Cetected, opensa fire
xilling tws and possibly wounding the third. 4s this action took
rlacc L.n wlawW sige snuity lfJI'Cu fircd S. and M=79 fire from the

vicinity of YU 405525, scross Cual 4-2-1's zubush site znc impocting

into CaF 1+-2—6's site weanding one Marine anG ong PF. Illw.dnatién
wes calloG lmncciately and adjusted as CulP L—P-1 cngaged the onemy
with 3 and procecded to sweep after silenciang 211l wiewy fire,

L medevec was ealled by 4=-2-6; 4-2-2 was lelft in position to stop
possible cneny movanent anc CiFs L4=2=1 and 42«0 linked to sccurc
the LZ. Imncdiately after 1ii't off the kill zone was ssorchod
agein uncor illumination with negative resultse The first scarch
hat provicec two VG KIa, 1 Chicoul pistol w/holster and belt, 1
centeen w/cover, L4 ponchos, assorted clothing, mccical supplics,
fool stuffs, cocumcnts, 1 wristwatch, a pair of glasses ond G400
plasters. The VO were Dien, 25 yenr )lc sssistant Villege Chiel

of Hai Ba, anc Xuan Vinh, LUistrict Current wffairs (Just protuotec
that cay) and former Hodl Xuan Village sceretary. The cocunents
were files of rice eodll.cti.on and personzl letiers with naues
encoded and referring to the G400 plasters as moncy given to Xusn
Vinh, to be celivercd to various other VO at Base arca 101. &1l
arcas werce again scarched at first light - hasty firiuag positions
were found and bare footpriats of one cnemy led fron the 4-2 kill
gong. No estimate of cnemy size could be coterminod. :

060205H Nov 69, Hei Long Listrict ricac;quartpra was attacked bv
firc with four B-L0 rouncs froi b 419477, The BF position and,
a vacant sch ol house were hit cousing I ¥ Kii, 2 FF Wli (M) apd

two civilicn police Wi (). Firc was nut returned becsuse of N

civilisn h-uses in the area. FOB Sandy across the road from the N
Vistrict Headquarters received 2 B=40 rounds with negative rn.sults.\

No U.S. personnel or property wore hit. . sweep uf the area
founc 3 unfirec B-4C rouncs. CLC0 persomnel manned the cefensive
perineter without furtner incicent.

4=3 continued operations in Trieu Fhong Listrict with the Comand
locataed in the District cumpound. Significont contacts incluce.

011300H Hov 69, i daytine patrol fra CuP L4-3-7 located 3 bunkers.
The first bunker had buon destroyou by artillery and contoines 1
atly decuompased bouy spproximotely two months 0ld. One hK=L7
megazrine, one NVa web belt with canteen, two NV. shirts, one padr
of trouscrs, onc battle dressing, and two sacks of rice were
captured. The other bunkers were enpty but one showed signs of

recent use, The bunkers were Costroyed anc the material cunfiscated

5 ENCLOSURE (1)
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‘msomm AND_ADMINISTRATION ‘

/[D "“M ,___*_%.
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;%"%Durmg the month of Yovember the following number of

personnel Were" d transferrsd in the four categories listed below:

Tt o,

JOTNED

OFF EVL
Z2° 38

ROTATED CONUS

OFF ENL
T 7T

TRANSFZRRED WITHIN WESTPAC COI'MAND

OFF =ML
0 L

TRANSFERRED BY SR W/SK (CUT OF COUNTRY HOSPITALS)

GFF ENL
0

EXTENSIONS

OFF  EAL
o]

CASUALTIES KIA DOW WIA WIANE NBC WIA/NBC RIT TO DUTY
W 0 o "1 ~o0 15 15
USN*° 0 O © 0 1 0

FROMOT IONS
TSIC T0: Pfe 23 Lopl 30; Opl 15
USN TO: HM3 1

RZDUCTIONS
TO: 1

IFGAL The following legal actions were taken during the month of November,

ART 32 INFORMAL INV ST NJP COURTS
0 1 10

ADMINISTRATIVE ASSISTANCE

Most of the Marines assigned to the Oroup S-1 office are ralatively inexperienced

in hendling administrative duties of the Marine Corps. ivery effort is being-——=

made to develop these Marines to an acceptsble level of prof:.ciency t ;m \Sm}: ED
N

U\N\;‘

7
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MORALE AMD WSIFARE ‘ ‘

The morale of the unit ﬁﬁﬁ : A %Eﬁ@ﬁ}l ent. Thers are recreational
facilities arailable £ 1 8 r both in-country and out of
country Rest and Recup ton—{R~%-R)}-apre-affectively being utilized. Twenty
out of country quotas were allocated from“FEI MAF and utilized by the Group.

MAIL

Mail is processed =nd expeditiously dzlivered as quickly as operational
requirsments permit. Dally aversge of mail processed wes s follows:

Letters Packages
Incoming Outgoing Incoming Outgoing
528 325 6 bags None

JONGRINTS /SPLINTS /WELRT

This command rzceived no congressional or spacial interests during the month,
Thres (3) welfire raports were processcd which answercd concerned parents over
the lack of corrsspondenca and the present state of hedl th of their sons.

SPECTAL SERVICHS

During the month the speocial services program continucs with the acquisition
of items for Marines and Corpsmen of the Command., The following items were
dispensed throughout the Command, Fifty decks of playing cards, LO sweat
shirts, 5 pair of tennis shoes, 250 packs of writing gear, 2 footballs and
1 set of horsc shoes, Bear and Soda continue as items of rasupply for the
field +roops..

HOSPITAL AND BRIG VISITS

Weekly hospital visits were made by am officer of the Command, and daily
visits were made by a mediecal department representative, No welfars or

other problems were uncovered, The command has onc man confined who was
visited by an officer of this command,

p EN CLOSURZ il)
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'_u_* ) | ’ LOGISTICS ‘
| UNGLASSIFIED |

o PR month of Fovember a continuing effort was devoted
to improving the facilities; grownds, snd the logistical support
of the Lth CAG. Particulsr emnhesis was »laced on construction
nrojects at the CAG Headquarters. 4mong these projects were
the construction of one thirty-six men bunker and one eight man
bunker located in the enlisted mens billeting areas Renovetion
of the Staff quarters was startcd which consisted of the install~
ation of wirc screciing snd monsoon wetcroroof canvase Ceil-
ings were also constructed in the 3taff quartcrs and stoves
M1741 installede Constructicn wes si-rted cn a aew enlisbed
shower facilitya

bypring the month sreat difficulty in resun:lying the CAFSs
was gnccuntered by the Cil0 Sunnly wersonncl due to the sdverse
road conditions and flocding caused by contimuous rain through
out ths “rovince.

4ajor items of cquiment received curing the month were
onc Truck, Utility 151, onc Truck, Corso 137, cuc lreiler,
Cargo HM1OY, =nd one Gencrator PU-432 which had becn cvacuated
to Public Works, Yokosuka, Jepen for rcpeirs in Jenuery 1969
Llsc received wider = speciel allowsnce were 2n sdditicnal five
78ID's, AN/CSQ-151 -shich brousht the total nuaber of PSIDs held
by this co-mané to nince & nlanned zllowsnce cf thirty-six is
anticinatced for the ncer fubturc,s

The c¢lectriecal ~ower situstion hes bheen prestly imnroved
with the rcecint of the 30EW Generatcers however, tlds command
centinucs to use n 60KW Generetor on Temnerary Loan from a
local ¥aval Construction Yettalione The  command contimies o
be in criticel noed of an sdditionsl AT-TL8 3CKW Genorator which
is to be force foed from Foree Logistic Commend, Danang when it
beeoncs avoilable.

ihe Fiscal Secticn shows an suthorization of $225,300.00
for the first snd second querter of Fiscel Toar 1270. Luring
the month of Nevenber $33,h28,65 was cbligoted, brinping the
tobal cblipeation for the tirst five wmonthes of Fiscal Toar 1270
to B, UET7«00e The hesc I did=Yeer roview of the budgct for
CY-70 sn¢ CY-71 was formulated for subaission 0 the Cowntroller
Seetirn, Foree Logistic Command, Deneng by 5 Deocoibers

The ricter Trensnort secticn logred 19,020 milcs during the
acnbh of Hovembore 1o sceldents cecurred during the semc poericd.

/
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Log completed change action as indicated.

¢

REGCRD OF CHANGES

|

Change Date of. Date Signature of Ferson Entering
Number Change Entered| Change .
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CHAPTER 1. TRANSMISSION SECURITY

/

101. DEFINITICN. Transmission security is defined as all those practices and
measures which are taken to prevent the enemy from gaining useful intelligence
from friendly radic transmissionse

102, PRACTICES. In a combat or tactical situation it must be assumed that the
enemy is monitoring all transmissions made by friendly radio stations. Therefore,
in view of this, every radio operator shall be aware of, and practice, proper radio
procedures, thereby minimizing the possibility of the enemy gaining intelligence
from our radio networks. '

A. Practices Strictly Forbidden,

(1) Linkage of call signs and/or frequencies with their plsin language
equivalents or meanings.

(2) Transmission of any classified infermation in plain language.

(3) Transmission of unauthorized messages. ’

(4) Profane or obscene language.

(5) Excess testing and tuning.

(6) Operator chatter,

B. Mandatory Practices.

(1) Proper radic procedures at all times.

(2) Strict cbservance of radio silence when imposed.
Proper use of authentication; shackle cipher tables, operatlonal
codes, and their procedures,

{4) Immediate recognition of attempts at imitative deception, and
jalming °

103. LINKAGE., No call sign and/or frequency linked with the unit it identifieﬁ
will be tranamitted in plain language over the radio. All frequencies shall be
encoded in the Shackle Cipher prior to transmission,

104, TRANSMISSION OF CLASSIFIED INFCRMATION. No classified information shall be
transmitted in plain language by radio, except as authorized by the commanding
officero.

A. In an emergency qituﬁtlcng the commanding officer may authorize Confidential
information to be transmitted in plain language over the radio., In the event this
becomes necessary, the first word of the text will be: "CLEAR", The security
classification will not be transmitted, The warning YCLEAR" indicates to the addressee
that the contents of the messags are Confidential which were probably compromised
during its tranemission, and should be handled accordingly.

. B. Under no circumsﬁances ghall Secret or above classified information be
transmitted in plain language by radio, or any other means of communication.

105, AUTHORIZED MESEAGES., Only those messages which\effect the tactical situationg
facilitate administration or supply are authorized for transmission.

1=3
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106, AUTHENTICATION.

A. Definition. Authentication is a security measure available to the
operator to ensure a received message is from g friendly station, and not an
attempt at imitative deception by an enemy station. Authentication; therefcre,
is a means to defeat imitative deception.

B. Types., Generally, there are two types of authentication employed by
operators on radioc nets:

(1) Challenge and reply authentication,
(2) Transmission authentication.

"C, Challenge and Reply., This is a method by which the receiving operator
challenges the sending operator. The challenge consists of characters selected
at random. If the correct reply is not received, the sending station is assumed
to be an enenmy, )

D. Transmissiorn, This method of authentication is transmitted in the
Final Instructions of the message, and consigbe of characters selected from
pre-determined positions of the message. This method of authentication will not
be used on the Lth Combined Action Group Networks.

E. BReceiving Wrong Authentication Reply. UNDER NO CIRCUMSTANCES WILL THE
CHALLENGING OPERATOR IN2ICATE TC THE REPLYING OPERATOR THE AUTHENTICATION REFPLY
1S INCORRECT, If the challenging operator does not receive a correct authentic-
ation reply, the challenging operatcr will challenge twice mere, If a wrong
reply is received each time, the operator will discontinue challenging and make
the following ngtation on the message receiveds “NOT PROPERLY AUTHENTICATHD!.
This will indicate to the addressee that the message is a possible attempt at
imitative deception, and may be boguso

F. Waen to Authenticate. It is mandatory that authentication be performed
when the following situations arisa:

(1) vhen imitative deception is suspected.
(2) When challenged

) When a claesified message sent in plaln language is cancelled,
(5) When initially ertering a net.
(£) When leaving a met:
- (7) For training purposes, maximum use of authentication procedures
shall be made by all operators.

G. Authentication Tables, These are provided by the Group Communi. cation
Section at regular intervals, They shall be used in accordance with the instruct-
ions contained herein, ;

107, SHACKLE CIPHER (NUMERICAL CODE)

A. Purpose, The shackle cipher is a means available to the message origine-
ator with which to encede numbers which make an otherwise Cornfidential message
Urilagsified o

.
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B. What to Shackle. The shackling of the below listed numbers is
mandatory: ‘ ‘

(1) Friendly KIA an/or WIA

(2) Coordinates of friendly positions NOT XNOWN to the enemy

(3) Quantities of supplies, rations, ammunition and other ordnance

(4) Dates and times of planned or pending operations

(5) Coordinates of future ambush sites, defensive positions,
or patrols.

(6) Radio frequencies linked with the plain equivalent of the command
it represents

C. ©what Not To Shackle.

(1) PFriendly MIA or POW

(2) Enemy KIA, WIA, and/or POW

(3) Coordinates of enemy pcsitions

(L) Coordinates of friendly positions KNOWN to the enemy

(5) Numbers of enemy troops, or quantities of enemy supplies,
ammunitions, other ordnance;, and ratioms.

(6) Generally, any information which is known by the enemy. IF
THERE IS DOUBT, DO NOT SHACKLE. Remember, the shackle cipher is

- relatively ingecure, and could be compromised very easily.

D. Shackle Cipher Tables. These are prbvided by the Group Communication .
Section at regular intervala. They shall be used in accordance with the instructions
contained therein. ‘

108, OPERATIONAL CODE.

A. Purposs., The operational code is a means available to the message
originator:by which certain commonly used words and phrases may be encoded
for radic transmission. Normally, the operational code will be used to encode
Confidential information. In an emergency situation the operational code may
be used to encode Secret information, if no other means is available, and it is
imperative the information be transmitted. This code will not be used to code
Top Secret informatiom.,

B. Operational Code Tables, These are provided by the Group Communications
Section at regular intervals, They shall be used in accordnance with the instruct-
iong obtained therein.

109. IMITATIVE DECEPTION.
A, Definition. Imitative deception is an attempt by the enemy to fdupe®
an unwary operator into accepting a fraudulent message as one which is authentic

by imitating the procedures and voice characteristics of an operator at another
station on the net.
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B. Purpose, The purpcse of imitative deception is to cause confusion,
in friendly troop movements, unnecessary radio transmissions; and possible
disaster., If operators are not alert to imitative deception attempts, possible
bogus messages containing false orders luring patrols into enemy ambushes may
be the results.

C. Measures to Defeat Imitative Deception.

(1) Operators must be alert for imitative deception attempts

(2) Operators should become thoroughly familiar with the voice
characteristics, and procedural mennerisms of distant friendly
operators T

(3) vhen the operator suspects imitative deception is being attempted,
the sending operator should be challengéd to.authenticate. If the
authentication is incorrect, follow the procedure outlined in
paragraph 1060Eo

(4) Operators should be suspicious of any sudden. changes in radio
tone, or voice quality.

(5) In order to defeat attempts at imitative deception, the opera.tor
mist be thoroughly trained, and alert at all times,

110, JAMMING,

A, Purpose., Jamuing is en attempt by the enemy to disrupt communications
of friendly radio netwerks by producing noise and static on the net, Jamming will
either interrupt, or completely obliterate radio signals,

B, Antijamming Prccedures. Should jamming cccur on the 4th Combined Action
Group radio network, the operator should first disconnect the radio antemna to
. determine if it is jamming, or merely moise caused by an internal malfunction of
- the radio, WUhen the antenna is disconnected and the noise persists, the radio
receiver is defective. If the noise disappears it is jamming, and the operatdr
should take one or more of the following steps:

(1) Notify the coumsnding cfficer or squad leader

(2) Secreen the antemna, The screen should be placed between your
antenns and the jamming station. Shift the screen around the antemna in.
several directions until the position is found in which the noise is diminished
‘the most. This will alsc effect the incoming signal but may enable you to read’
through the noise.

(3) Shift the radic to another site. If this does not work the first
time, try several more, preferably amongst trees, buildings, or other obstructions -
which may help to screen out the jamming station. ‘

(4) Very the volume contrul, The intensity of the incoming signal
may be raised above that, of jawming.
© < (5) If the above procedures do not prcv:.de sufficient signal separation,
request a change to an alternate frequency and eall sign.
(6)" Important. Do not let the enemy know his Jamming is effectivé, Do

' 'not request excessive repetitions,

III RADIO SILENCE.

A. Purpose, Radic silence is a security measure available to the Commanding

Jealy
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QOfficer to prevent the enemy from prematurely learning of a units presence
and pending plans through traffic analysis, Radio .silence shall be imposed
and lifted only by the Commanding Officer., During radio silence, no stations
under radio silence shall transmit traffic, or key their transmitters. How-
ever, stations under radioc silence may monitor incoming traffic from higher or
adjacent commands,

B, Imposing Radio Silence.

(1) The operator will transmit the following warning message with
all numbers shackled, at the direction of the &crmanding Officer.

RADIO SILENCE WILL BE IMPOSED AT (Date-time group).
SILENCE WILL BE LIFTED AT (Date=time group) BY ‘MY. COMMAND.

{2) The first receipting operator only will challenge ‘the sending
station tc authenticate., All other receipting operators will have monitored .
the challenge and reply, thereby knowing the message‘ is authentic. All
other operators will receipt, :

(3) At the time indicated in the warning message, the statlon
imposing radic silence will transmit the foll ow:Lng ordera

ALL STATIONS THIS NET SILENCE, SILENCE, SILENCE

(4) No further authentication is necessary. No ‘station will |
receipt and no further transmission wi.ll be made until until silence is lifted,

C. Imposing Emergency Silence. In the event sufficient time does not .
exist to transmit a warning message, and radio silence must be imposed without'
delay, the station imposing radio silence will trensmit the following message°

ALL STATIONS THIb NET SILENCE, SILENCE; SILENCE

(1) The first receipting operator will challenge the sending station
to authenticate. All other receipting operators will have mom.tored the _
challenge and reply, thereby knowing the message is authentic.. A cher . @
operators will receipt. After the final operator has recéipted for the messageh
no other transmissions will be made until ailence is lifted.

D, Lifting Radio Silence. Only thé station which mposed radio silence -
or higher authority zr?;ay liﬁ: it. ‘ Lift:mg radio s:l_lence is accomplished:

(1) Upon order from »the Commanding Gfficer, the radio operator at the
stat:.on which imposed redio sileice will transmit the following messages’

ALL STATIONS THIS NET- WILL LIFT RADIO SILENCE
(2) The Tirst recalpting operator will challenge the sendlng operator.
to authenticate, The remaining stations will have monitored the challenge and

reérly; thereby knowing the transmission is authentle* . After radio silence is
lifted, normal commnications will continue,

1=5
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PART II. PHYSICAL SECURITY

201. DEFINITION. Physical security is that phase of communication security
which concerns itself with the phys:tcal means by which classified materlal
is safeguarded from loss or compromise.

A. Responsibility. Fhysical security is the responsibility of
everyone that comes into contact with or handles classified material.

B. Methods. The methods by which physical security is enhanced".ij"
are throughs g

(1) Proper handling.
(2) Proper stowage.
(3) Accountability.
{4) Timely destruction,

A, Definition. Any classified material which is unaccounted for,
falls into the hands of, or viewed by, unauthorized persons is compromised.
When classified material is compromised it has lost its security value and
mist be reported immediately to the next higher headquarters. It must be
assuned the enemy has knowledge of it, and its use must be discontinued.

B. Compromise Categories. There are several degrees of compromise
which depend on the circumstances of compromise. There categories ares

(1) Enown ﬂompromse;
(2) Possible compromise.
(3) Unknown compromisen

Of the categories listed above‘, the Unknown Sompronise is by far the most
sericus. An unknown compromise is a compromise that has occured, but has
remained undiscovered, or has been discovered but not reported to proper:-
authority. Therefore, the material which has been compromised will
continue to be used with possible serious consequences.

203, REPCRTING COF CCMPROMISEL CLASSIFIED MATERIAL.

- A, When a compromiss of classified material is discovered, the
report shall be made by the Lommanding Officer of the company in which the .
comproxise occuréd, . This repert shall contain the information outlined in
Enclosure (1) ard shall be forwarded to S-3, 4th Combined Action Group by
the most expeditious means without undue delay.

B, Upon receipt of the compromise report; the S-3, 4th Combined
dction Group shall determins, in-so-far as possible, if the material is
in fact, compromised.

C. If the 3-3 determines the material is cempromised, the report of
compromise shall be forwarded to the 3-2, lst Brigade 5th Infantry Division
(Mech) for action., If the compromised material concerns communication security
a copy of the report shall be forwsrded to the Signal Officer; 1lst Brigade 5th
Infantry Division {Mech) for information.

- 4
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204, PREVENTION OF COMPRQMISE.

A. Responsibility. The Commanding Officer of each. company “within
the 4th Combined Aection Group is responsibie for the account.abi]ity, :
handling, and stowage of 8ll classified material ,within that bompany

B. Safeguarding.

(1) Accountability. This is the "key" to security. The gommanding
officer of each company should account for all classified material under his
comnand at regular interwvals, This will ensure all copiés are being handled
and stowed properly,

(2) Stowage. Classified material should not be allowed to indis-
criminately lie in any place which is convenient, All stowage places should
be viewed from the standpoint of maximum security and minimum chance of
compromise, When the classified material is not in use, it should be stowed
in these areas of stowage., Further, the Commanding Qfficer of each company
should assign an NCO in each platoon responsible for the accounting, stowage,

"and handling of classified material.,

(3) Security Inspectors. The.company commander 'should, from time to
time, make security checks to ensure the prons1ons of this chapter are being
complied with,

205, DESTRUCTION OF CLASSIFIED MATERIAL.

A. Routine Destruction, A security measure designated to prevent
superseded classified material from falllng into the hands of unauthocriszed
persons. As soon as classified material is superseded it should be
destroyed completely without delay. Superseded classified material has
not lost its security, Jjust its usefulness.

B, Emergency Destruction,
(1) Purpose, In the event am; position is in danger of being
overrun by the enemy, all classified material shall be destroyed to prevent

it from falling.into the hands of the enemy. This should be accomplished
without delay, :

(2) Means of Destruction.
(a) Documents,
1, Burn. This is the most effective method of destruction.
Place all documents together with a white phosphorous or.thermite grenade,
or soak the documents with gasoline, kerosene, or other flammable liquid.

2, Shred, If the means to burn is not awailable; tear
the documents into small pieces and scatter them over wide areas. .

.3. Bury. This is the least des:n.ra.bﬂ.e method and should
be used only as a last resort,

2-2
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(b) Equipmento

l. Burn. Place a white phosphorous or thermite grenade on to
radio or in the battery case.

2. Disentegrate. Place equipment in a hole with a fragmentation
grenade, after the explosion inspect to ensure all equipment is completely
destroyed.

3., Smash, Use any heavy object to smash the radio so it is
not usable by the enemy. Antennas can be bent until broken. Head sets can
be taken apart by unscrewing the plastic caps over the transmitter and
receiver portions and cutting the power cord. Scatter the different comronents,
Batteries should be torn apart and scattered.

(3) During emergency destruction, all documents and equipment must be
completely destroyed. It is better to have a few documents and equipment
destroyed beyond use than to have many partially destroyed.

N
H
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CHAPTER IIX, VOICE RADIO OPERATION PROCEDURES

301l. General. The cperating procedures explained and illustrated in this chapter
shall be followed by all perscnnel acting as radio operators, All personnel in
the Lth Combined Action Group shall familisrize themselves with the procedures
contained herein.

A, Training, In order to maintain the highest state of training possible,
the Company Communication NCO will conduct a communication school at Company
levels as required. To ensure all radio operators are familiar with the Voice
Radio Procedures contained herein, Company Commanders should ensure maximum
participation of personnel when this school is scheduled.

B. Procedure, The 4th Combined Action Group radio networks shall operate
in accordance with the procedures contained in the current edition of the
ACP=125, and the instructions contained therein, No deviations are authorigzed.
In the event situations occur which are not covered by these instructions, sound
.Judgement and good common sense should be used to resolve the situationﬁ

302, TECHNIQUES OF VOICE OPERATION. Talking over radio is dlfferent than talk-
ing over a telephone, or person to person., For maximum intelligibility, each
operator should practice the following techniques of voice radio operations:

A, Talk Slowly. Rememb@rs the rece1v1ng operator may have to copy what
is being transmitted..

B. Tall Distinctly. Fronounce each syllable'of each word distinctly, but
do not exaggerate.

_ C. Talk in Monotone, Do not raise or lower the piteh of your voice while
.talking. The frequenqy response of the radio handset is not as broad as the

range of your woice. If you viry the pitch of your veice'as you talk some of
the words may be partially transmitted or completely lost,

~ D. Speak CGlearly, Do not slur your words, form each word sqpegaﬁély.
E. Do Mot Hesitate. Know what you have to say BEFORE keying the trans—
mitter, Convey the message to the receiving operator in as few words as poss-
ible, REMEMBER: BE BRIEF, CLEAR AND CONCISE,

Fo Procedure Words (Prowords). Make each transmission as short as poss—
~ible by making maximum use of prowords, ' ‘

G. Voice Volume, Do not shout or whisper, use a natural voice level,

Ho Do Not Beccme Irritated. HRemain calm, cocol and collected. - This
attitude should be reflected in your voice at all times. “Whén acting as a
radio operator you are not a personality, but a part of the radio.

I. Push=To-Talk lever., Xeep this depressed tlghtly whlle Yransmitting,
otherwise your voice will be intermittently cutout

3=1
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J. Radio Volume. Keep this at a comfortable level for the station you
are recéiviag, It may vary from station to station, depending on many factors
such as; dJ.stance_, anterma sﬂ..e;, terrain, wea.ther, ete, The volume being too
high will cause noise and voiee. dist: J’"‘JQ,.. g

303, PHONETIC ALPHABET. The phorietic equivalents of the alphabet should be
used whenever single letters are to be transmitted to avoid msunderstandlng
or confusion., The phonetic equivalents and their correct. pronouncation is in-
cluded below: e -

PHONETIC PHONETIC
LETTER EQUIVALENT  IRONOUNCIATION LEITER  EQUIVALENT FRONOUNCIATION
A ALFA - al - fah N NOVEMBER no-vem-ber
B BRAVO brah = voh o 0OSCAR os=car
c CHARLIE char ~ lee P PAPA . pa=pa
D DELTA del = tuh Q QUEBEC - kay-bek
E TCHO ek - oh R ROMEO row~me=ch
Fooo=siQERROT foks «~ trot S SIERRA se=air-uh
G GOLF golf . T TANGO tang=oh
H HOTEL ho = tell U UNIFCRM you-ni=form
I INDIA in -~ dee = uh v VICTOR vicketer
Jd JULIETT Jew = lee - et W WHISKEY wis=kee
K KILO key -~ low X X=RAY eks~-ray
L LIMA - les = ma T TANKEE yank-ee
M Z iy zoo-loe

MIKE mike

A. Transmitting Initial Letters, To avoid confusion between the spelled
version and the initial wersion of phcnetic letters, the initial version should
be prefized with the proword WINITIALY which means: The phonetic equivalent (s)
following are to be copied as initials, The receiving operator will then copy
the phonetic letter as an initial, :

EXAMPLE (1):; ®INITIAL CHARLIE" will be copied by the receiving
cperatcr as the single letter nCY,

EXAMPLE (2): Y“CHARLIE" will be copied by the receiving operator as
. the spelled out phonetic equivalent "C-H=-A-R=L=I=E",

304, NUMBERS, The pronounciation and proper method of writing mumbers is
included belows ‘

NUMBER  PRONOUNGE  WRITE AS NUMBER ~ PRONOUNGE  JRITE AS
One wan 1 ,, Six siks »- 6
Two tco 2 Seven sev=en 7
Three thuh-ree 3 Eight ate 8
Four fo=wer i Nine " nine 9
Five fi=yuv g Pero zZee=row ¢

5-2
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A. Transmitting Numbers As Figures, To avoid confusion bet.ween the spelled
version and the figure version of a number, the figure version should be prefixed
with the proword %FIGURES" which means: The numbers following this proword are
to be copied as symbols. The receiving operator will then copy the number as a

figure symbol.

EXAMPLE (1): "FIGURE SEVEN® will be copied by the receiving
operator as the figure symbol 74,

EXAMPLE (2): "SEVEN" will be copied by the receiving operator as
the spelled version "S=E-V=E=N",

305. PUNCTUATION. The punctuation J.ncluded below is authorized for transmission
by radio and other means of communication,- :

PUNCTUATION WRITTEN -PRONOUNCIA- PUNCTUATION - WRITTEN PRONCUNCIA-

SYMBOL ABBREVIATION TION SYMBOL ABEREVIATION TION
7 Slant slant { . PAREN pair-en
R FD period ) UNPAREN un-pair-en’
s CMM canma - DASH dash
H SFMICLA semi~colon $ DOL *  dollar
2 CIN colon ? QES question
LI QIE - goute & AND and.

A. Transmitting Punctuation As Symbols. To avoid confusion between the
written abbreviation and the punctuation symbol; the symBol version should be
prefixed with,.the proword "FIGURES", The receiving operator will then copy the
punctuation as a symbol. o

- EXAMPLE (1): ®FIGURES DOLLAR®™ will be copied by the receiving
operator as the punctuation symbol "$". .

EXAMPLE (2): "DOLLAR" will be copied by the receiving operator as
t.he written abbreviation “DOL"

306, FROCEDURE WORDS,

A. Definition, Procedure words, or Prowords as they are commonly called
are pronounceable words or short phrases with predetermined meanings which con=-
vey orders, requests, and information of a common communication nature., Pro-
words were designed for use between operators to increase brevity and clarlty
of transmissions.

B. Prosigns., These are abbreviated forms of prowords which:convey the
same meaning as the proword;, but are designed for use in other means of commni-
cations, Prosigns are not to be used on voice networks, however, for ease in
copying, the receiving opera.tor may write the prosign in lieu of the proword,
further, this practice is encouraged.
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C. Use, Prowords are used extensively in the Basic Message Format,
in procedure message texts, and in establishing commnications. Therefore;
each radio operator must know these prewords, their meanings, and where they
are used, This will provide each operator with the means for more rapid and
reliable transmission of messages,

D. Prowords, Contained below is a list of all prowords authorized for
use on the 4th Combined Action Group radio networks. All operators shall
make maximum use of these prowords at all times when tra.nsmlttlng nessages,
or other traffic, , _

PROSIGN PROVWORD . I\IEANING‘[L'_’_USE

II UNKNOWN STATION USE: To call an unidentified station,

AA ALL AFTER USE: To indicate a word or group, after
which, a part of a message was not
received.

AB ALL BEFCHE USEs Teo indicate a word or group, before
which, a part of a message was not
received,

AR CUT MEANING: This is the end of my tranasmission.

No reply is expected,
USE; Transmission Ending Sign.

AS WAIT MEANING: I will pause for a few seconds,
standby.
USE: By the sending aperator to inform
the receiver he myst leave the net
for a few seconds,

ASAR WAIT ICUT MEANING: I will pause for longer than a
few seconds, do not standby.

USEs By the sending operator to indicate

he mist interrupt the transmission,

B MORE TO FOLLOW  MEANING: .After this message is receipted
' o for, I have more traffic.
USE:  In the message final instructions. -

BT BREAK ‘ USE: To separate the message text from the
heading and ending,

C -CORRECT MEANING: That is correct, ‘[om are correct’
USE° To indicate a repeated portion of a
megsage is correct.

CFN CONFIRMATION : ME‘ANINGD. _All text numbers are “confirmed
as follows

USE: Follows the text of a mehsage after
the Break, all numbers are repeated.

3
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" PRO SIGN

DE

EEEEEEE AR

GRNC

HM HM HM

INFO

-

THIS IS

CORRECTION

DISREGARD THIS
MESSAGE

DO NOT ANSWER

READ BACK

FROM
GROUPS
CROUPS NO COUNT

SILENCE SILENCE
SILENCE

SAY AGAIN: I SAY
AGAIN

INFORMATION

INTERROGATIVE

ol

MEANING/USE

MEANING: The call sign of the calling
station is o

USE: In the message Call,

MEANING: The_last word or group sent
is in error, the correct
version is .

UsE: - Whenever an error occurs -which
mst be corrected,

MEANING: Disregard this message as if it
had never been sent, o
USE: To cancel a message being sent

MEANING: - After I have transmitted this
message, do not receipt for it.
USE:; In the message Tranamissior Instruc-
tionSo ! -

MEANING: After I transmit this meassage
read it back to determine if
your copy is correct,

USE: In the message Transmission Instruc-

tions,

MEANING: - The originator of this message
is °

USE: In the Message Address.

MEANING: The groups counted in the text

of the message are °
USE: In the message Prefix,

MEANING: The groups in the message text
- have not been counted,
USE: In the message Prefix,

MEANING s 'Ehlei'gency silence is imposed,
Usii: To impose emergency silence.

MEANING: All words after this proword
are repeats (I) (you) requested
USE: To indicate an answer to a request,
or a request for a repetition,

MEANING: All addressees following this
proword are information.

USE: To indicate the address of the
message.

USE; To indicate that a proword is being
used as a question rather than a
statement,
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PROSIGN PROWCRD MEANING/USE
- d . VERIFY : ‘ MEANING: Verifj with, the originator of the

message and repeat the message,
. or portions requested.
USE: To confirm doubtful or questionable
" messages or portions of messages,

K - OVER MEANING: This is the end of my transmission,
' * : _ your receipt is invited, - :
USE; In the message Ending,

NR . NUMBER MEANING: The station serial number of this
message is o
USE: In the message Call.

-0 IMMEDIATE MEANING: The précedence of thls nessage
v is immzdiate,
USE: In the message Preamble, prior to
the date=time group,

P FRIORITY MEANING: The precedence of this message
is priority.
USE: Same as immediate.

R ROGER MEANING:s I am receipting your message.
R ROUTINE : MEANING: The precedence of this message

. is routine. _
USEs  Same-as immediate.

TO TO: - MFANING: All addresses following this
proword are action.
T RELAY TO MEANING: Relay this message to the station

, whose call sign follows.
USE: In the message Transmission Instruct-

ions,
WA WCORD AFTER USE: +Td%indicate a word or group, after .
’ which, another word or group was nch o
received, - Lo
VB WORD BEFCRE MEANING: To indicate a word or group _ib_eiore

which, another word or girotp was -
not recelved.

XMPT EXBMPY . MEANING: The station(s) whose call sign(s)
following this proword are exelip-

. . ted from the €all (Address)
USE: (In the message call or address)

3=6

DECLASSIFIED



DECLASSIFIED

o B

Z FLASH MEANING: - The precedence of this message
‘ is Flash, :
USE: Same as immediate,

- - FIGURES : MEANING: The numbers (punctuation) follow-
ing are to be copied as symbols.

.- INITIAL MEANING: The phonetic equivalent(s) follow=
: ing are to be copied as init:,al(s)

- = - I SPELL MEANING: To avoid confusion, the following
group will be spelled. :

-——- MESSAGE FOLLOWS MEANING: The following message is to be
copied for record purposes.
USE: After the preliminary call to indi-
cate to receiving operator he must;’
be prepared to copy.

- - = - TIME . MEANING: The numbers following will be a
: time group, or a date=time group,
copy as symbols,

.- WILCO | : MEANING: I have receipted for, understand .
and will comply with the content
of this message,

307. MESSAGE,

A. Definition. A message is any thought or idea transmitted in plain of
seeret language by any means of communication.

, B, Originator. The originator of a message is the command by whose
authority the message is sent. Messages are sent for and in the name of the unit
commander, Therefore, the unit commander is the originator of all messages sent -
from his units even though he may not actually write all messages transmitted,
the responsibility for their contents rests with him, The unit commander should
- be aware of the contents of all messages sent from his command,

C. Message Format, All messages to be transmitted by radio are prepa-red. o
for transmigsion using a format specifically designed for this purpose. This is
known as the Basic Message Format., The Basic Message Format applies to all mean s
of electrical communications. For Voice Radic Frocedure, the operator need be
concerned cnly with those contents of the format which pertains to voice opera=
ting procedure,

-

D, Basic Message Format Parts. The Basic Message Format is divided into
three parts for identification purposes, which are: The Heading, Text, and
Endlnga . "

DECLASSIFIED
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E. Basic Message FormatConentso' Each Part of the Basic Message
Format is further divided into Components. .

(1) Head% The Heading?consists of 5 Components: |

(a) Procedure

(b) Preamble
(¢) Address
(d) Prefix

(e) Separation
(2) Text. The Text consists of the subject and textual matter,
- (3) ZEnding. The Ending consists of 2 components:

{a) Separation
(b) Procedure
F. Bagic Messgge Format Lines and Contents. Bach Component consists of
a certain number of Format Lines and Contents, These are outlined in the
' Basic Message Format Schematic Diagram; shown in Annex A,

308, FORMS OF MESSAGES.

A, Purposs. Because all messages do not require all components and
contents of the Basic Message Format for their transmission; there has been
devised three different forms of the Basic Message Format, Each Forn is
. designed to fit a particular need, The three Forms of messages are: Plain-
- dress, Abbreviated Plaindress; and Codress. :

B. Plaindress Formo

(1) Definition. The term "plain dress" is a contraction of the
phrase "Plain Address” ,,Whlch indicates a message is transmitted with the add-
ress either in plain ianguage or unencrypted call signs, This form will alsc
contain all Format parts, components, lines, and contents, as required for
the transmission of the messageo :

- (2) 295@,., To provide the operator with a format. in which all ,
components and lines of the Basic Message Format are used, as necessary for the
transmission of the ‘message. :

: (3) Use. The Plaindress Form will be used vhenever any message
which must be copied and delivered to the addressee(s)

(4) Format Lines Omitted. The fo]lom.ng message format lines may be
deleted from the message only for the reason stated below during its transmission.

3-8
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LINE # REASON FOR DELETION

[

1l Not used in radio procedure

“h Used only as necessary
6=9 When the call serves as the address

1o Required only when the message text is coded
Liy Required only when numbers are in the text
15 Used only as necessary

(5) Determining Line To Be Used. In the plaindress form, use only
those components, lines; and contents which are necessary for the rapid and
clear transmission of the message. '

C. Abbreviated Plaindress Form.

(1) Purpose. This form, generally, is used for messages which need
not be copied, and are usually exchanges of information betwsen operators.

(2) Use. The Abbreviated Flaindress Form is used for the transmission
of messages between operators to exchange communication information, to obtain or .
request corrections, repetitions, verifications;, and other information concerning
messages, radio networks, procedures; call signs, frequencies, etec, This form
may be used in place of the Plaindress Form when necessaryo

(3) Message Format Lines Used. Generally, the below llsted message

format lines are used in the abbreviated plaindress form:

LINE # LINE TITLE

2=3 Message Call
L4  Transmission Instructions (only as reqm.red)
12 Text »
15 Final Instructions (only as required)
16 Ending Sign

(2) Rules of Ebccegtion o

L. If a date-~time group is used; the’ separatlons are necessaryo
2. If all stations are not in d:a.rect contact with each other
. the address must " be use used,
3. The text will usually consist of prowords, message ident~-
. ification, and correcting and venfymg information,
4. Abbreviated Plaindress may be used i‘or other types of
messages.

309, CALLING AND ANSWERING.

A, Establishing Communications., When initially establishing commun-
ications; all stations involved will use preliminary calls to contact.each other.

3-9
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(1) Preliminary Call. Preliminary call is used by the calling
station and all answer stations to initially establish cammunications, It con=
aists of the call sign{s) of the call station(s), The proword THIS IS, the call
sign of the calling station, and the prowcrd OVER or QUT, whichever applies. The
prowerd EXEMPT may also be used if a station or stations are being acempted from
a preliminary call employing a net call sign.

(2) Abbreviated Call. An abbreviated call is used by all stations
after initially establishing communications. An abbreviated call’ sign consists
of the proword THIS IS, and the call sign of the calling station, and the pro-
word OVER or OUT, whichever applies,

. (3) Single Call., A call in which the calling station calls only one
Sta-taiﬁno ;
(4) Mualdtiple Call. Call in which the calling station calls two or
more stations, Staticns called will be in alphabetical-numerical order,

(5) Net Callc A call in which the:calling station calls all other
stations on that net by using a call sign which means ALL STATIONS THIS NET,

a. Answering a Net Call, The stations included in a net call
will answer the callirg station in alphabetical-mumerical order. If any station
fails to answer in turn, the same procedure as for Multiple Call is followed.

B. CALLING AND ANSWERING EXAMPLES:

(1) Preliminary Call and Answer

CCRAL REEF-THIS IS-BIG DRIP-OVER
BIG DRIP-THIS IS-CORAL REEF-OVER

(2) Preliminary Maltiple Call and Answers

CORAL REEF=DRY SAND= JIM DAWMDY=THIS IS-BIG DRIP-OVER
BIG DRIP=THIS I5=CCRAL REEF-CVER

BIz DRIP-THIS 1S-DRY SAND=QVER

BIG DRIP-THIS 15-JIM DANUY-)VER

" {(3) Preliminarv Ne+‘ Call and Ane Answers

ALL STATIONS-THIS NEIJ"HI% I&;BIG DRIP@OVE
BIG PRIP-THIS IS-CCRAL REEP-OVER :

BIG DRIP=THIS IS-PRY SAND=OVER

BIG DRIP-THIS IS-JIM DANDY-OVER-

BIG DRIP-THIS IS-MAN QUEEN-OVER

BIG DRIP=THIS 15=-34ALL ANCHOR-OVER

BIG DRIP=THIS IS5-ZANY ZULU-OVER
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(4) Abbreviated Gall
THIS IS-BIG URIP=QVER
(5) station Failing to Answer in Turn

CORAL REEF-DRY SAND~JIM DANDY-THIS IS=BIG DRIP-OVER
BIG DRIP-THIS IS-GORAL REEF-OVER

(DRY SAND fails to answer within 5 seconds)

BIG DRIP-~THIS IS-JIM DANDY=QOVER

BIG DRIP=THIS IS-DRY SAND=QOVER.

)
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From: Commanding Officer, Combined Action Company 4-—
To: 5-3, 4th Combined Action Group

. Subj: AComprorvnised Classified Material Report
1. This is a report of a (known) (possible) compromise

2. Title of compromised material;

a. Page Number:
b, Table Number:
¢, Item Number:
d. Frequency:
e, Call Sign:

3. Time at which compromised was discovered o

ho Was compromised material used prior to discovery of compromise? (_yes) {No)

a. Approximately how long was compromised material used prior to
discovery of compromise? °

5¢ Name of persbn(s) discovering compromise and location of compromise,

6. Persons involved in compromise (If known):

7. Cause of compromises A. Document was: (1) Lost
: (2) Captured
(3) Unaccounted for extended time
(4) Viewed by unauthorized person

B. Call sign was linked with plain language equiva-
lent,

C. Frequency was linked with plain language equivalent.

8, Circumstances surrounding compromise, (Av short resume of why the compromise
occured) '

Signature

ENCLOSURE (1)
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ANNEX 4

BASIC MESSAGH FORMAT SCHEMATIC DIAGRAM

PART COMPONENT LINE# LINE TIILE = CONTENTS
H P 1 Pilot Not used in‘ radiu procsadure.
R . .
C 2-3 Message Csll Call sign(s) of called station(s); proword
c EXEMPT: ¢all -sign{s) of exempted station(s)
E B proword THIS IS; eall sign of calling sta-
D tiong wnrowerd NUMEER anhd station serial
u number of calling station,
. R N v ."‘ '.. .
A E & Tranmiss;i.og Prowords READ BACK, or DO NOT ANSWER, or
: Instricbions RELAY (T0). .

_ PREAMBLE 5 ‘Date~time ‘

D group Prowords ROUTINE, or PRICRITY, or DMMEDI-
ATE;:or FLASH; oroword TIME; date-time
group; zone suffixg message instructions.

A é Message Proword FROM; ca.ll sign of message
I ‘ Originator originator.
D
7 Action Proword TQ; call sign{s) of action
D Addressee (s) addresses(s). P
: R 8 Information  Proword INFORMATION; call sign(s) of infor-
. Addreasee(s) mation addreasee{s).-
E = . ,
G : g Exempted FProword Exempt; call signs of exempted
S Addresses{s) addresses{s).
s 10 Acountirg Proword GROUPS followed by numerical

a Ow o W an WD A op O o O R M @s o R o o TR a3 ED

SEPARATION 11 -

Information  count of totaled nurmber groups in texts
. proword GROUPS NO COUNT.

mmmmmc:mmmmﬂamnmmmuu:

Long Break Proword BREAK, sep%rates Text from

Heading.
T TEXT 12 Text Message classification or UNCLAS; passing
B imstructipns: drill or exercise identifi-
X cation; subject line, r"eferences_., text.ual
T material.
SEPARATION 13 Long Break  Proword BREAK, separates Text from Eanding,
E 14 Confirmation Proword CONFIRMATION: all numbers and/or
N cdd groups in text repeated,
D
I 15 Final Imnstruc~Prowords MORE TO FOLLOW; CORRECTION;
N tions DISREGARD THIS MESSAGE; ALL AFTER; ALL
G BEFORE; WORD AFTER; WORD BEFORE
16

Ending Sign Prownrds OVER or (T
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