





The Freedom of Information Act and
National Security Information

In
of Information Act over President Ford’s veto. These

This pamphlet:

1) explains the provisions of the amended Act as they
relate to national security information.

2) describes how to request documents under the Act.

3) offers the assistance of the ACLU Foundation and
the Center for National Security Studies to persons
seeking to use the Act

Provisions of the Amended FOIA

L. The Purpose of the F OIA

The Freedom of Information Act [Title 5, U.§ Code,
Section 552(b)) requires that each Federa] Executive
Branch agency do foyr things:

(1) Publish in the Federal Register information
regarding jts organization, functions, operational
procedures, and general rules,

(2) Make available for public inspection and copying:

{a}) manuals and instructions that effect 4 member
of the public:

(b) final opinions in ajudjcated cases; and

(c} all policy statements not published in the
Federal Register.

(3) Make available for public inspection and copying
current indexes of matters referring to iterns (1) and (2)
above.

(4) Make any other existing official record available 1o
a person who requests aceess 10 it Or @ copy of it — unless
the record is exempt from mandatory disclosure.

2. Criteria for Withholding Information

The Freedom of Information Act provides that al]
records in the possession of the Executive Branch must
be provided on request ~— unless specifically exempt
from disclosure by the Act. Records and documents
classifieﬁ by executive officials in the name of “nationg}
security are provided with an exemption in subsection
(b) (1). (All the exemptions are printed on Page 7 of this
booklet.)

In the vriginal Act ag passed, this subsection exempted
information:

Specifically required by Executive order to be

ept secret in the interest of national defense or
foreign policy.
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In interpreting this exemption the Supreme Court in
1973 held that Congress had provided only for very
limited judicial review of classified documents (E.P.A. v
Mink, 410 U.S. 73 (1973} ). Following Mink, all that a
court could do was to determine if a document was, in
fact, classified; it could not determine whether the
classification was sound or even whether the decision to
classify was, in the words of Justice Stewart, “cynical,
myopic or even corrupt.”

The Supreme Court noted in Mink that “Congress
could certainly have provided that the Executive Branch
adopt new procedures or it could have established its
own procedures. . |’

In 1974 Congress responded to this invitation. The (b)
(1) subsection as amended now permits withholding of
classified records only if they are:

(a) Specifically authorized under criteria es-
tablished by an Executive order to be kept secret
in the interest of national defense or foreign
policy, and

(b) are in fact properly classified pursuant to
such Executive order.

The House-Senate Conference Report notes that this
revised provision requires that **hoth procedural and
substantive criteria” contained in the Executive order be
followed. The relevant order is Executive Order 11652
on " Classification and Declassification of National
Security Information and Material” issued by President
Nixon on March 8, 1972. The preamble of the Order
nates that

There is some official information and materia)
which, because it bears directly on the effec-
tiveness of our national defense and the conduct
of our foreign relations, must be subject to some
constraints,

The Order provides that such information shall be
classified ** Top Secret,” “Secret,” or “ Confidential.” To
be properly classified under the Order, information must
at least fit the criterion of Confidential,” which reads as
follows:

The test for assigning “confidential” classifica-
tion shall be whether its unauthorized disclosure
could be reasonably expected to cause damage to
the national security. (The order employs
“national security” as a shorthand for *“national
defense and foreign relations.”)

An implementing directive issued by the National
Security Council on May 19, 1972, provides that:

If the classifier has any substantial doubt as to
which security classification category is ap-
propriate, or as to whether the material should be
classified at all, he should designate the less
restrictive treatment.



Thus, the relevant minimum substantive criterion for
proper classification appears to be:

No substantial doubt that the release of the informa-
tion could be reasonably expected to cause damage to
the national security.

The Exccutive Order also provides that information
shall be declassified as soon as it no longer fits the
criteria for classification. Thus, to withhold information
under the (b} (1) exemption, the agency possessing the
records must make a determination, at the time of the
request, that the information is still properly classified; it
cannot rely on a determination made in the past.

Furthermore, for the (b) (1) exemption to apply, the
procedures of the Executive Order and implementing
directive should have been followed. These include:

1. Limiting classification authority to designated
agencies,

2. Indicating on a document whether it is subject to
the Declassification Schedule.

3. Indicating on each document the office of origin
and the date of classification.

4. “To the extent practicable marking the document
to indicate which portions are not classified.’

The Order also provides for automatic declassification
of information according to a fixed schedule unless it is
properly exempt from the schedule.

If the classification requirements of the Order are not
met, files may not be withheld under section (b){1).
However, documentary information which is not exempt
under subsection {(b) {1) of the FOIA may nevertheless
be exempt under some other subsection of the Act.
Those most likely to be relevant are subsection (b) (3)
relating to information exempted from disclosure by
statute, which would apply to Atomic Energy informa-
tion; (b}(5) which exempts intra- and inter-agency
memoranda containing only advice on policy matters
(the advice would be exempt, but not factual material
included in the same memorandum if it were separable);
and subsectian (b} (7) which exempts “investigatory files
compiled for law enforcement purposes,” including
those relating to ““lawful national security intelligence
investigations,”

Under these cxemptions, it should be noted,
documents may still be released through agency discre-
tion, unless otherwise prohibited by law. Matters not
specifically excepted from disclosure by the FOIA
excmptions may not be withheld for any reason.
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FOIA Exemptions

I. Records “specifically authorized under criteria es-
tablished by an Executive order to be kept secret in the
interest of national defense or foreign policy”” and which
are “in fact properly classified pursuant to such
Executive order.”

2. Matters concerning “internal personnel rules and
practices” that do not affect a member of the public.

3. Mutters exempt from disclosure by statute.

4. Trade secrets and commercial or financial informa-
tion that a person has given to the agency and that are
privileged or confidential,

5. Inter-agency or intra-agency communications, such
as memoranda showing how individual decision-makers
within an agency feel about various poliey alternatives.
6. Personnel and medical files which could not be dis-
closed without a “clearly unwarranted invasion” of
someone’s privacy.

7. Investigatory records compiled for law enforcement
purposes (such as files compiled by the FBI. in a
criminal investigation) -but enly if the production of
such records would (a) interfere with law enforcement,
(b} deprive a person of a fair trial, (c} constitute an un-
warranted invasion of personal privacy, (d) disclose the
identity of a confidential source and, in criminal and
lawful national security intelligence investigations, con-
fidential information furnished only by such a source, (e)
disclose investigative teehniques, or {f) endanger the life
or sufety of law enforcement personnel,

8. Reports prepared by or for an agency responsible for
the regulation or supervision of financtal institutions,
such as reports prepared by the Securities and Exchange
Crmmission concerning the New York Stock Exchange.
9. Geological and geophysical information and data, in-
cluding maps, concerning wells. This refers to reports
based on explorations by private gas and oil companies.

For further discussion of these exemptions and other
provisions of the Aet see the ACLU pamphiet, ' Your
Right to Government Information” (revised ed. January
1973).

3. Requesting a File from an Agency
Description of Record:

The Act provides that upon request by any person an
agency shall make a record available, if it is not exempt
from release. Under the 1974 amendments, the request
must be honored, if it “reasonably describes such
records.” The original FOIA provided for release of
“identifiable” records. In changing the language,
Congress indicated that it expects the agency to locate
the records requested, if it can do so with a reasonable
amount of effort. The agency is not, however, required
to furnish information not already contained in a docu-
ment; the FOIA is in reality a public records law rather
than literally an information law.




Partial Exemption:

I parts of a record are exempt from release “any
reasonably segregable portion of a record” must be

deleted.

Fees:

The Act provides that requests must conform to rules
established regarding procedures and fees. Fees are
limited to “reasonable standard charges for document
scarch and duplication.” Thus no fees may be charged
for assessing whether previously classified documents
should now be de-classified, in whole or in part. The Act
also provides that fees may be reduced or waived when
the agency determines that release of the information
can be considered as primarily benefiting the general
public.

Time Limits:

Under the original Act, agencies often took many
months to respond to a request. Recognizing the
frequent need for timely release of information,
Congress laid out very detailed time limits for respon-
ding to requests in 1974 amendments.

The Act provides a limit of a total of thirty working
days (40 under some “unusual circumstances”) for an
agency to respond to an initial request and any appeal
that might be made. After that period, an individual
requesting records may file suit in a federal District
Court to obtain access to a withheld record.

(Note: The time period does not begin until a request
reaches the agency's offtce which has responsthility for
the requested record.)

The thirty duy time period is divided in two parts. A
request for information must be answered within 10
working days. If some part or all of the requested docu-
ment is denied, an individual must be informed of his
right to appeal and be given the name of the person to
whom the appeal should be addressed. On appeal, a
final determination must be made within 20 working
duays.

Upon written notice to the requester, either time limit
may be extended for a combined total of up to 10 ad-
ditional days — but only under three specified **unusual
circumstances.” These are:

(1} Records are located in separate offices;

{2} A voluminous amount of material from separate
files must be examined; or

(3) A need to consult with other agencies or com-
ponents of the same agency. No other circumstances
justify a delay.

If a request is denied on appeal — or if no response is
made within either specified time period — suit may be
filed in federal District Court. A complaint in Court
must be answered by the government in 30 days unless
the Court grants a delay upon a governmental showing
of hoth exceptional circumstances and a due diligence
on the part of the agency.

4. The New Role of Judicial Review

The Act provides that a District Court in the District
of Columbia {or the district in which the complainant
resides or the records are kept) may, on complaint, order
the disclosure of records improperly withheld, The Act
reads:

In such cases the court shall determine the matter

de nove, and may examine the contents of such

agency records in camera to determine whether

such records or any part thereof shall be withheld,
and,

the burden is on the agency to sustain its action.

This means that the government must persuade the
Court that the information is properly classified under
the Executive order. In order to reach a determination
the Court may, if it feels it necessary, examine the dis-
puted documents in secret.

The conference report comments as follows on these
provisions:

In Environmental Protection Agency v. Mink, et al., 410
U.5. 73 (1973), the Supreme Court rules that in camera
inspection of documents withheld under section
552{b} {1} of the law, authorizing the withholding of
classified information, would ordinarily be precluded in
Freedom of Information cases, unless Congress directed
otherwise. H.R. 12471 amends the present law to permit
such in camera examination at the discretion of the
court. While in camera examinations need not be
automatic, in many situations it will plainly be necessary
and appropriate. Before the court orders in camera in-
spection, the Government should be given the oppor-
tunitv to establish by means to testimony or detailed af-
fidavits that the documents are clearly exempt from dis-
tlosure. The burden remains on the Government under
this law.

However, the conferees recognize that the Executive
departments responsible for national defense and
foreign policy matters have unique insights into what
adverse affects {sic) might occur as a result of public dis-
closure of a particular classified record. Accordingly, the
conferees expect that Federal courts, in making de novo
determinations in section 552(b) {1) cases under the
Freedom of Information law, will accord substantial
weight to an agency's affidavit concerning the details of
the classified status of the disputed record.



In a major FOIA case, decided before the Act was
amended, the Court of Appeals for the District of
Columbia Circuit spelled out in detail the burden on the
government to demonstrate that a particular document
or parts of it were, in fact, exempt (Vaughn v. Rosen, 489
F.2d 820 (1973} ). The Court held that there must be:

(1) a detailed justification for any withholding, not
simply a conclusory opinion,

(2) specificity, separation and indexing so that the
court could release one or more parts of a document,
even if some information in the document is exempt,
and

{3) adequate testing, perhaps by the appointment of a
special master.

The courts are instructed by the amended Act to
expedite hearings in such cases so that the usual lengthy
delays encountered by civil litigants may be avoided. If
the documents are ordered released, the court may order
the government to pay court costs and attorneys’ fees.
Decisions of the District Court may be appealed by
cither party.

Using The Act

If you want access to a record related to national
security that the government has not released, you
should ask for it, preferably in writing.

Written Request:

The first step is to write a letter to the official
designated by the agency having the records to receive
such requests or, if his identity is not known, to the agen-
cy itself. (A list of designated officials for FOIA requests
of the major national security agencies is on the back
cover.) If you are not sure which agency has the informa-
tion write to the one most likely; your letter will be
forwarded, if necessary,

The letter should begin by indicating that this is a
request for information under the Freedom of Informa-
tion Act as amended (Title 5, U.S. Code, Section 55Z).
The letter should then describe the information
requested in as much detail as possible. If known, the
location and specific identification of the file or record
should he given. However, you should not hesitate to
write because you lack information on the whereabouts
of the material you seek. You need only “reasonably
describe” the records you are requesting. You need not
give any reason for requesting the information, but if
you have a specific interest you may wish to state it,

The writer should indicate a willingness to pay
reasonable fees for locating and copying the requested
files, If the documents you are requesting may be par-
ticularly voluminous, you can request a cost estimate
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before the actual location and copying is performed. You
may be able to cut costs by volunteering to view
originals rather than paying for copies of all requested
documents. You may wish to request a reduction or
waiver of thesc fees on the grounds that release of the in-
formation would benefit the general public. If so, you
should state the nature of this benefit and summarize
any other factors, such as indigency, which might in-
fluence a reduction in fees.

The letter should request release of the information
within 10 working days, as provided by the amended
Act. You may wish to give your telephone number and
suggest thut matters relating to identification of records,
clarification of the scope of the request, and negotiation
on the reduction of fees be handled by telephone to save
processing time. The letter should indicate that, if any or
all of the information is not released, you wish to know
what exemption is heing relied on. It might also state
that if any parts of a document are not exempt they
should be forwarded immediately, without prejudice to
a right to appeal for the entire document. (A sample
letter is on page 15.)

Appeal:

If a written refusal is received, and you are un-
satistied, or if no response is received after 10 working
days, an appeal letter should be sent. If you do receive a
written rejection, you must appeal before going to court,
even if you are confident of a rejection on appeal. If a
refusal is received, the letter should advise you of the
person to whom an appeal should be addressed, If it does
not or if you have not received a letter, the appeal should
be addressed to the head of the agency.

The appeal letter should repeat the description of the
requested information and indicate that release was
denied or that no response was received. It should
request a final decision within 20 working days, as
provided in the Act. A copy of the previous exchange of
letters should be included for the agency's convenience.
You may wish in the appeal letter to comment on or
refute the reasons for the denial if they have been given
to you. In many instances, it may be possible to persuade
a senior official to release information which a more
junior official has denied you. If you wish to make such a
casc, you may increase your chances of success by
seeking help at this stage. If you intend to go to court if
your request is denied, you should so state in your appeal
letter. Also, if you believe that a denial of the record is
“arhitrary or capricious,” you should state this in your
appeal letter, since these terms are used in the law and
provide for possible administrative sanctions against of-
ficals so acting. (Sample letters are on pages 13, 14 and
15).
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