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·'<i ~Jrt0n11 tbQ-l .1bn dlu bJ gl~c v!y h~m, de d<Yn vi tru phbng t~l thj d A. cU xU- d\101 
ph?.to-11g ·t: ~n .v& tuyf~ nbtr 1~ phlfo-ng tl~n: chfnh trong nhl~tn V\1 truy~n tin vA 1Un J~c. 

Tt.onl; c;~o ·cu~c dlm thofl v&1 tuyin, nhl~u <fon vt di xii- dyng 1tb~ch van» thay vi phal ng\ly 
tho~l. OlJo di ~dtt14~ khal thAc SO' h& cua ta trong vtec XU d\101 v~ tuy~n 'dl n~m vfi'ns cac ho~t 

' <!Ong c<sa ~~ yf btn, kllm c~U-na1 mU-c d¢ h1eu qua c~a . phio kiqh v.y; .. 
Nbilu. tMi~ 'hjl n~ng dJ dtrqc ghi nMn qua vl~c xir, d\lng «b~ch . van» t~ong de cu¢c dam 

ho va'tuyii. ' ' ", ' t· 
' . ' 

· ~' c ',,. , m · tron.g viec ""' dyng phu-«Yng ti~n vo tuy~n. ~ 
' . • (tu dllm chfnh Cua phll'O'ng tl~n V~ tuyln, Ja St,r thtlt l~p lfen J~c dt nbanh ch6ng va 

~ ttr:1ng d61 d~ dana lto'n phu-<Yng ti~n hfru tuyfo. Chi cln I tan s5 chung, 1 danb hleu, de dten 
d•t c6 th! li~n ~c du'Q'C v6'1 nhau. D~ d6 khuynh htrang chung cua cac dO'n Vi ta thl'en ;,.~ pbtwng 
.i~n vO foylt!. vl xao llni phtrO'ug tle~: h£ru tuy~n. , . · 

.. b. ,Bb .cinh ttu dl~m n6l tren, ~htrQ'C di~m . cua pbtrO'.bg tteii ~0 tuyfo 11 kMng blo dam 
d1t<;r:: ·~ an f~n 1cua c4c cuOc darn thofl. '·1 '' , 

• ( . I 

:c:::. K:h6a: ng t thoi-1 (KNTt cad,p chi c6 tfnh chat t1.rcrng · "61 trong vltc bao mtt ck cuOc 
dlcn tbo~i v6 tuyin. · 

d. Do 111 kl,m. th1nh de ht tb6ng--J1en d1l vo tuy~q, gi~e c6 thl phAt hfe12 : 
- He tMng t& ch\rc vk chi buy cua c£c 1\l'c hrvn1 ·b9n. 
- ~ th6ng vl ca du phbng thu. 
- '2' 41nh d~lu q11~0, It/ di cbuy!o cic dnh qu~n. 
- -VJ td chka'b :de cua cac bO chi buy, DO'l thl~t ltp de dten dll, do phtr0'11g ph<ip tr~c gUc. 

:S. Ph~n {mg ~ia·" CJitc· .:· · " · 
'" Tront .UISt th~I glan viy him thJ :d A, 5lJc d3 dJt v'n d~ nghe u16n1, ki~m thfnh cac ht 

•• t.Q6ai v~ CU,Yfn cua ~a, llru plu.tO'n& t1en chinh d! nam vO-ng tinh hlnb ho9t dOng cita cic dO'tl 'VI ta . 

4. "Jh~ ... · djnh. 
' f.>l blo ~lm ·~ nlnh truyiu tin, nhfrng qui 1u0t v! kbal th4c ttuy~n . tln sau dAy can , dtrQ'C 

, ten tr9ng: 1 

• ~ Q. O.\oh ph110-a9 uen v& tuyEni cho thE c~nir, khl de ht th6ng bll'u tuyfo kh6ng kf p t~eo dl 
~ dl chuyln nhJqb t::b6b; Cua de do~ qu4n, nb(t J1 d6i v6'l d~ <fO'D VI thift kY.• ' 

. 1 ~~ ~ ' i ;' b·. TtOUJ tbt c&na cane cln phil kbal th4c trlet d~dc''pbtrO'Qg tleo .hO-u tuyfn. 
·~. ~- ~ ~ ;. -' · -:'Cae 'toin· truy~n tin, phll trli ~Ay, tit tuyfo xu~~- p~~t, song'. song v6'1 nhip tlfo cua ca" 
.. 

1
;"'. ~ •• • .. 

1
• d~h qui a, d! . ~ \Jtl kip thM xU- di,mg ph'10'ng tltn h&u 1tuitn· mOl kh• dlnig quln. 

t• ·l't· ~,.., · · ..:.. M~1 khl c4 th~ xcr d\tDI -dttic· phtrang t1en h<tu iuyfh; ntn dlnh chl vltc xU. dvnl pht.t011g 
;:;.i. .~ tlta ".0 tuytn.~. 1-1 •• , . •.', • •·

1
;· • . 

~ c. T~n k9ng triOt d! lm JJ!sg ·v6 tuytp, tttr6'c gllr 'ph4t khbl. cuOo t&. c&qg. · 
d.. Trl\t dl lihal tbAc phU'\mg tJtn bfru tuyfa, vl hfn chi t61 mud t6r da vi~e xii-, d\Stil 

P ttG'Gg ti~n v~ tuyln, t!on1 thE thu. · ''Y ·: ~ . 
. Trt.r~g h9'P a troog th( thil' 11ul11l, cic dulYn1 d4y pHlt duvc ch&n du xu6n1 dat dl tdnh 

... . u-t ·d 1'h.tv lddt cua gl~c. ' ' ' 
c:. N"hat thll~ kMng bao gll>o a.en dung •bfch v~n1 tron1 de cuOc dlm tho~l v6 tuvtn, -vl 

phai trltNtl xti- d\{~I kb6a DS\tY, thofl. , 1 1, , 

. l•· M~l khi UJ~l nalr c6 gl~c '. 1• nh$p ht th~ag tt,uyln tla, phil xii- d\fol n$tay kh6a d6t 
ohd-og" (1C£>C}.. ' ' " :· " ' " ~ · 1 , 

. ' 

~. , '»:. . Vito blo <Jm an nlnh truyln Un, ,kh601 phal chl 4o de nbln vltn truyln tio, ml chfnb ll 
ao no1 de gt6'1 ch{t~ xa df;tng. ' ; . • 

T&n trQnl c# quMu~t an nlab \il khal tb!c ttuyln iln, cblnh tl bao ve sinh m~ng cua cbinh 
m1nh, cung rthU. ctla . ~c thu.Oc. dp. . . 

'{ . i 

• 

./ 



TACTICAL INFORNATION BULLETIN 

DISSEMINAT[D BY JGS/CTC 

11 August 1972 

EASTERN BATTLEFIELD 

Bulletin If 56 

Transmission Security 

1. Typical case. 

While surrounded by the enemy, bivouacking units at A province capitol 
were using radio facilities as the main means of communication. 

Many units used plain text in radio transmissions instead of encoded 
conversation. This enabled the enemy to assess properly the operations of 
friendly units and the effectiveness of their own artillery etc ••• 

Heavy casualties were taken because of improper radio procedures. 

2. Characteristics in using radio equipment. 

a. The main advantage of radio equipment is the ability to communicate 
more rapidly and with more reliability than wire communication equipment. 
Only 1 common frequency is required to communicate between stations, 
therefore units generally tend to use radio equipment and neglect wire 
systems, 

b. Radio equipment has many advantages, but it is the least secure 
means of communication. 

c. Encoded conversation does not establish absolute secrecy during 
radio con.versa tions. 

d. The enemy is able to determine several pertinent facts from radio 
transmissions: 

- The command and organization of friendly forces. 

- The defense structure. 

- The concept of our operations. 

- The exact position of command posts, and troops. 



• 

3. EnGny's reaction. 

During this entire encounter the enemy relied heavily on radio intercept 
f0r asse3sing the situation and planning purposes. 

4. Consideration. 

To insure communication security, the following guidelines must be 
respected: 

a. Use radios only when the situation demands it Le.: When wire 
communication becomes impractical. 

b. ~~1ile in an offensive posture, wire communication facilities should 
be used whenever possible. 

v~ire teams should lay wire from the line of departure and continue to 
advance with the elements, enabling line communication facilities at each 
halt. 

c. Throughly respect radio silence prior to starting the attack. 

d. Thoroughly utilize line communication facilities and limit the 
use of radio facilities in defense. In case of long ranee defense, wires 
Must be Luried to prevent accidential or intentional cuttlng. 

h Do not use "plain text" in radio conversations but mal ·e maximum 
use of encoded conversation keys. 

f, Use the authentication code to verify all conversations to prevent 
enen:y interceptor transmission. 

Security is every radio operator's job • 
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