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Why is Biological Warfare Defense
a Very High DARPA Priority ?

* Officially:
— Troops, ports, airfields, supply depots, etc. are
vulnerable to biological attacks

— A number of countries have developed or are
developing offensive biological capability
 Unofficially: |
— Most likely use will be against population centers of
ours or our allies

— Small demonstration and threat probably adequate to

immobilize national will with panic unless reasonable
defenses are available
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Iraq - State Example

* lIraq stockpiled, based on 5 years of sustained work:

— Botulinum toxin: 19,000 L (10,000 L weaponized)
— Anthrax: 8500 L (6500 L in weapons)
— Aflatoxin: 2200 L (1580 L in weapons)

— Smaller amounts of ricin, mycotoxins, Haemorrhagic conjunctivitis virus,
rotavirus & agents to attack crops

 Admitted weapons
— 191 warheads
— 166 bombs: 100 botulinum, 50 anthrax, 16 aflatoxin
— 25 SCUD warheads: 13 bot, 10 anth, 2 aflatoxin
— Aerial spray system with 2000 L of agent

e [ntent
— Iraq has indicated that biologi(:al and chemical weapons were deployed
forward

— Launch authority had been pre-delegated during the Gulf war, to be used
if Baghdad was attacked with nuclear weapons

David Kay, “Detecting Cheating on Non-Proliferation Regimes: Lessons from
BWD-LL-311 the Iragi Experience”,Aspen Strategy Group Meeting, 10-15 August 1996



Recent US Non-State Examples

Dec 95: -

— Man (survivalist ties) charged with attempt to smuggle 130 g ricin into US
to use as weapon (small amount can kill in minutes if ingested, inhaled
or absorbed through skin)

May 95:

— White supremacist member of Aryan Nations arrested in Oth after

ordering freeze-dried bubonic plague for “research purposes”
Mar 95:

— Aum Shinrikyo releases deadly sarin nerve gas in Tokyo subway during

rush hour, killing 12 and hosputallzmg 5000
Mar 95:

— Two members of mllltla-style organization (Minnesota Patriots Council)
convicted of planning to use ricin to assassinate IRS agents and other
federal employees

May 94:

— Sentencing judge in World Trade Center case announced that defendants
had placed sodium cyanide in their explosive package with the intent of
creating a poisonous cyanide gas.

BWD-LL-312 (From D. Sopko, description of Nunn Subcommittee investigation)



Aum Shinrikyo

1

e General

Recruited scientists and technical experts from Russia, Japan and elsewhere
30,000 members in Russia alone

World-wide purchasing programs; most individual purchase appeared innocent
Own chemical manufacturing complex (sarin, VX, phosgene, sodium cyanide)

Year before subway attack (6/94), sprayed apartment complex with sarin to kill 3
judges (who lived); 7 others died and 500 injured.

After subway attack, twice attempted to release hydrogen cyanide gas in Tokyo
(one disarmed within seconds of dispersing gas in crowed subway station

* Experimented with biological agents

Sustained research effort to manufacture bio agents including ebola virus, anthrax
and botulinum toxin for weapons use

Genetic engineering of bacillus anthraces
Cloning of botulinum genes into other bacilli

Tested dispersal techniques at least three times to assess effectiveness of their
toxins on humans |

One unsuccessful 8 hour dissemination of anthrax from top floor of Aum
headquarters in Tokyo

* Apparently pretty good science but poor engineering [my observation]

BWD-LL-314

(From D. Sopko, description of Nunn Subcommittee investigation)



Priority

* Bio Warfare is a major threat

— [t is much more than anthrax and bot-toxin usually discussed in DoD

e US has no effective defenses

— Except in very limited circumstances and with
optimistic assumptions

* Most on-going work is short term and of limited
effectiveness, albeit essential and the best we can do
rapidly

* Serious long-term R&D is urgently needed if we are to
achieve anything like a robust capability

BWD-LL-319



BIOLOGICAL WARFARE DEFENSE

Real-time Immediate Accelerated
Sensing Biological Operational
Countermeasures Awareness

Medical Non-medical

Remove the threat of biological warfare agents (including
bacterial, viral, and bioengineered organisms) as a factor in
the planning and conduct of U.S. military operations

BWD-004 (4) revi1 . .
Defense Sciences Office



UNCLASSIrED

BIDS NDI System

Aesrodynamic Particle Sizer (APS)
(Non-Specific Background Change)

Threshold System
(Specific Agent |dentification)

sm UNCLASSIFIED

(Specific Agent identification)




Biological Sensors: Program Goal

+ Provide real-time, pre-exposure detection, discrimination, and
identification of the threat.

+ Develop robust, unattended, real-time (<2 minutes), high
sensitivity (2-10 particles), multi-agent (up to 20) biological
sensors that are small (<5 Ibs), low cost (<$5K) and which
provide few false positives and no false negatives, even in the
presence of encapsulation and contaminating and/or
competing environmental biologics.

BWD-053 revi Defense Sclences Office



Neuron-based Biosensor
“Canary on a Chip”

Generic Toxic Substance Detector
» Chemical Toxins
« Biological Toxins
+ WYDKCSKY*
IMMORTALIZED
NEURAL CELL

mmm-  SIGNAL

ELECTRICALLY CONDUCTING
MATERIAL

NERVE CELL SENSOR ACTION POTENTIAL

* What you don’t know can still kill you!

BWD-051rev]

Defense Sciences Office
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“hosphors for 5W Agent

Detection and Identmmmn

BWD-055

- Rare earth microspheres attached to
antibodies or DNA sequence

- BW agent specific
« Laser diode readout

 Upconversion process has very low
background

- Simultaneous analysis for multiple BW
agents

- High sensitivity — no amplification
required

- Large dynamic range (greater than 105)

Stable product for storage / readout

» Applications:
— Battlefield
monitoring
— Covert collection
- Medical
diagnostics
— Environmental

monitoring

UCP.036.041096



UNIQUE FEATURES OF DARPA
BWD PROGRAM

h

BIOSENSORS

+ Specific agent identification across many agents
+ Dead vs. live agent identification
+ Small size, lightweight, low power

INFORMATICS
BW anchor desk exploits Joint Task Force (JTF) architecture
+ Information for correct diagnosis and treatment

+ Locating therapeutics - tied into logistics

+ Leveraging other DARPA informatics investments

Blclogical Werfare Defonse
091796 BWD-021 (1}
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INFORMATION
PROBLEMS

+ Managing BW attack is very complex:
requiring knowledge not usually available in
real-time

+ Lack of access to the “FEW who know”

+ Information overload when it comes, not
cogent or organized to meet the need

+ What to do is not well structured (protocols)

Blologica! Warfare Dofense




BW ANCHOR DESK CONCEPT
MED-LOG PILOT

TEL TS L v gy

BW SA and decision

support to Theater and J

* Software Antibodies to fight
Surgeon

Bioagents

* Assemble, integrate,
manage BW Response
Capability - Protocol driven,
mission specific

* BW protocols provide
decision support

* Use Legacy and emerging
JTF tools and RA

Blvlogical Warfare Defense
091708 BWD-202
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Operational Impact of BWD Informatics

Medical protocols down to appropriate echelon of care
Reach back to experts and useful information
Identify BW attack from scattered iliness reports

Readiness information to military commanders of
present BWD casualties and projected casualties over
time

+ Tie in to logistics to get needed treatment/supplies

+ Effective BWD training tools for medical personnel

+ 4+ 4+ 4+

Blological Wartare Delonse
BWD-211 _ Defense Sclences Office




BIOLOGICAL WARFARE DEFENSE

Real-time Immediate Accelerated
Sensing Biological Operational
Countermeasures Awareness

Medical Non-medical

Remove the threat of biological warfare agents (including
bacterial, viral, and bioengineered organisms) as a factor in
the planning and conduct of U.S. military operations

BWD-004 (3) revt
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DEFENSE OPPORTUNITIES

Opportunity #1:
At the point of

entry into the Opportunity #2:
body At the lungs,
before the

bloodstream

Opportunity #3:

In the bloodstream

N
by

In the body
tissues

BWD-107 Defense Sciences Office



BIOLOGICAL/TOXIN WARFARE
AGENTS

Bacilllus anthracis

Brucella abortus

Brucella melitensis

Brucella suis

Chlamydla psittaci

Clostridium botullnum

Clostridium perfringena

Clostridium tetani

Enterohemorrhagic Escherichia coli
serotype 0157 and other verotoxin
producing serotypes

Franciselia tularensla

Leglonsila pneumophila

Pseudomonas mallei

Pseudomonas pssudomailel

Saimonella typhi

Shigella dysenteriae

Vibrio cholerae

Yersinla pastis

Yerainia psoudotubercuiosis

Joxina
Abrin

Botuiinum toxins

Cholera toxin

Ciostridium pertringens toxins
Conotoxin

Microcystins (Cyanginosins)
Ricin

Saxitoxin

Shigatoxin

Staphylococcus aursus toxins
Tetanus toxin

Tetrodotoxin
Trichothecens mycotoxin
Verotoxin

Coxlella burnetli
Richettsia prowaseck}
Rickettsla rickettaia
Rochalimasa quintans

Viruses

Chikungunya virus
Congo-Crimean hemorrhagic fever

virus
Dengue fever virus
Eestern aquine encephalitis virus
Ebola virus
Hantean virus
Japanese encephalitis virus
Junin virus
Kyeasnur Forest virua
Lassa fever virus
Louping il virus
Lymphocytic chorlomeningitls virus
Machupo virus
Marburg virus
Monkey pox virus
Murray Valley encephalitis virus
Omsk hemorrhagic fever virus
Oropouche virus
Powassan virus
Rift Valley fever virus
Rocio virus
St Louis encephalitis virus

Tick-borne encephalitts virus (Russian Spring-Summer
encephalitis virus)

Varlola virua

Venazualan equine encephalitis virus

Western equine encephalitis virus

White pox

Yellow fever virus

Genetically modifisd micro-organisms or genatic
eiemente that contain nucleic acid sequences
associated with pathogenicity and are derived from
organiasma In the core list

Genetically modlified micro-organisms or genetic
elaments that contain nucleic acld sequences coding
for any of the toxins In the core list.

Plant Pathogens
Bacteria
Wanthomonas campestris pv. citrl
Xanthomonae albllineans

Fungl
Cochilobolus miyabeanus {(Halminthosporium oryzae)

Colletotrichum coffeanum var. virulans
Microcyclus ulel (syn. Dothidella ulel)
Pucclnia graminis {syn. Puccinia graminlis 1. sp. tritici)
Puccinia strilformis (syn. Pucciniaglumarum)
Pyricularia grisea/Pyricutaria aryzae

Genetically modified micro-organisms
or genetic elementa that contaln nuclelc acid
sequences assoclated with pathogenicity derived from
the plant pathogens Identified on the export control list.

m“———_—.

Yiruses;

African swine fever virus

Avlan influenza virus
Bluetongue virus

Foot and mouth disease virus
Goat pox virus

Hog cholera virus

Lyssa virus

Newcastle disease virus

Peste des petits ruminants virus
Porcine enterovirus type 9
Porcine herpes virus (Aujeszky's disease)
Rinderpest virus

Sheep pox virus

Teschen disease virus
Vesicular stomatitis virus

Bacteria;

Mycoplasms mycoides

Genetically modified micro-organisms
or geneatic eiements that contain nucleic
acid sequences assoclated with
pathogenicity and are derived from
organisma in the list.

Biological Warfare Defongs

BWD-015
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PATHOGEN COUNTERMEASURES
TECHNICAL DEVELOPMENT

@ Targeting common mechanisms of
pathogenesis and functions or structures
shared by groups of pathogens

@ Modulating the human biological response
to pathogens

Bloiogical Wartare Defense




PROGRAM STRATEGY

- Ft. Detrick/ “Designed” (reg.) trials —

USAMRIID DoD Biotechnology
NIH Industry/
VA
Non-DoD Industry Start-ups
-Non-US VCs/Start-ups .
N“T'“' Sg’“‘f‘s & tial [~ Pharmaceutical
“Nature designed” trials
WHO/PAHO Industry
DoD (overseas labs) .
NiH (NIAID’s ICTDR, Fogarty) Vaccine
cDC
Yo Manufacturers
Voluntary/NGO’s .
Pasteur Institute Agricultural
Medical schools, schools of .
public health Biotechnology

Blological Warfare Defense

BWD-128 Defense Sciences Office




UNIQUE FEATURES OF DARPA
BWD PROGRAM

THERAPEUTICS

+ Common virulence approach to get broad classes of
pathogens
> Broader coverage for both known and unknown threats
> Makes much more difficult to circumvent through bioengineering

+ Drugs which prevent disease after exposure
> Purge pathogens from the body

> Modified cells to synthesize and release therapeutics
automatically into the body

+ Working with pharmaceutical and biotechnology industry

Biloiogical Warfare Defense
31708 BWD-021 (2)

Defense Sclences Office



DARPA Advanced Biological and Medical
Technologies Program Managers

+ Mildred A. Donlon, Ph.D.

» Program Manager for BWD Detector thrust
» 103-696-2289, mildonlon@darpa.mil

+ CDR Shaun B. Jones, M.D., USN
» Program Manager for Unconventional Pathogen Countermeasures
» 703-696-4427, sjones@darpa.mil

+ Stephen S. Morse, Ph.D-

» Program Manager for Unconventional Pathogen Countermeasures
» 703-696-7489, smorse@darpa.mil

+ COL Richard Satava, M.D., USA
» Program Manager for Combat Casualty Care Program
» 103-696-2265, rsatava@darpa.mil

+ Col John Silva, M.D., USAF

» Program Manager for BWD Informatics thrust
» 103-696-2221, jsilva@darpa.mil

8WD-014 rev3 Defense Sciences Office




Future Thrusts

® BW Medical Diagnostics
» Field portable system for rapid differential
diagnosis
e Mathematics Applied to BW Countermeasures
» Methods to mine pathogen genomic information

» Mathematical methods and models applied to
rational drug design

BWD-030 Defense Sciences Office





